












































	 Home
	 Add Document
	 Sign In
	 Create An Account
































Top Ten Features of Windows Server 2016









9/4/2016
Top Ten Features of Windows Server 2016
TOP TEN FEATURES OF WINDOWS SERVER 2016
Agenda • • • • •
Nano Server Containers Storage Networkin... 




Author:
Erica Singleton 




 4 downloads
 0 Views
625KB Size



 Report







 Download PDF 






















































Recommend Documents














Securing Windows Server 2016 













 









Windows Server 2016 Produktberater Systembuilder 













 









Das Windows Server 2016 Booklet 













 









WinOF for Windows Server 2016 Release Notes 













 









Windows Server 2016 PKI. Marc Grote 













 









Erste Schritte mit Windows Server 2016 













 









WE CAN HELP. Introducing Windows Server 2016 













 









Introduction to Windows Server 2016 Shielded VMs 













 









Servidor Web IIS en Windows Server 2016 













 









TOP TEN SENIORS AWARDS 













 









TOP TEN MMA PRODUCTS 













 









WINDOWS SERVER 2016 AND SYSTEM CENTER 2016 TELEMETRY 













 









Implementing Server Security on Windows 2000 and Windows Server 2003 













 









Windows Server 2012 R2 













 









Windows Server networks 













 









Windows Server Guidelines 













 









Top Ten Myths of Downtown Planning 













 









COURSE OUTLINE MOC 20743: UPGRADING YOUR SKILLS TO MCSA: WINDOWS SERVER 2016 MODULE 1: INSTALLING AND CONFIGURING WINDOWS SERVER 2016 













 









WINDOWS HPC SERVER AND WINDOWS AZURE 













 









2014 FATALITIES - TOP TEN STATES 













 









Absa Top Ten 2006 Winners 













 









Top Ten CE Marking Issues 













 









07. THC verpasst Top Ten 













 









Ten top crustacea handling tips 













 
















9/4/2016



Top Ten Features of Windows Server 2016
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Agenda • • • • •



Nano Server Containers Storage Networking Clustering



• Hyper-V • Remote Desktop Services • PowerShell • Active Directory • Security
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1. Nano Server (and configuration levels)



TOP TEN FEATURES OF WINDOWS SERVER 2016



Configuration Levels Desktop Experience Graphical Shell Managemen t Tools MinShell



MinShell Minimal OS



Windows Server with Desktop Experience



Windows Server Core



Nano Server
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Nano Server



• Smallest ever footprint



– 93 percent lower VHD size – Very fast deployment and reboots



• Focus on two key scenarios



– Born-in-the-cloud applications – Cloud platform - Hyper-V and Scale-out File Servers



• Not installed in traditional manner • Enables the new cloud era! • Managed through familiar and new ways
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Cumulative Updates and Windows • Windows Server 2016 utilizes Cumulative Updates like Windows 10 • Only need the latest Cumulative Update to bring an install to the latest patch version • Removes the challenge of every customer deploying their own combinations of patches that were not tested • Security updates will still be delivered on an “as needed” basis
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2. Containers
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Containers • Most people have struggled to deploy a custom application to production environment. Why? • Containers solves this by enabling applications and libraries to run in their own containers which have dependencies • Very fast deployment and high density • Share an OS instance with user mode isolation • Can be managed with Docker CLI or PowerShell (uses Docker REST API)
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Containers App 1 Docker Pull App 1



Contain er App 1



Dependency



Bins/Lib s



Dependency Host OS



Contain er App 3



Contain er App 2



Binaries/Libraries



Contain er App 4



Contain er App 5



Binaries/Libraries User Mode



Host OS Kernel Host OS
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Windows vs Hyper-V Containers Windows Containers



Contain er App 1



Contain er App 2



Binaries/Libraries



Contain er App 3



Contain er App 4



Binaries/Libraries User Mode



Host OS



Host OS Kernel



Hyper-V Containers



Contain er App 5



Contain er App 6



Contain er App 7
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Bins/Libs



User Mode



User Mode



Base Image 1 Kernel



Base Image 2 Kernel



Hyper-V VM



Hyper-V VM
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3. Storage
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Storage • Focus on two features – Storage Spaces Direct – Storage Replica



• Features in Datacenter SKU only • Other improvements include storage QoS, deduplication and more ReFS
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Storage Spaces Direct SMB3



• Aggregates internal disks or connected via external storage enclosure • Creates a storage pool used by cluster as CSV • Formatted with ReFS for mixed resiliency and can house Hyper-V or used as SoFS • Can mix NVMe, SSD and HDD to enable tiering • Resiliency across nodes SAS



SAS



SAS



SAS



Cluster
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Storage Replica • Block-level replication between stand-alone or clustered servers • Synchronous (preferred) or asynchronous • Replication via SMB 3 • Features such as BitLocker, deduplication continue to work since this is block-level • Example scenarios: Data Log



Data Log



– Stretched cluster, cluster-to-cluster replication, server-to-server replication
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4. Networking
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Networking • Major changes with Network Virtualization – Network Controller part of Windows Server now and Azure inspired – Network function virtualization to hold various feature capabilities • Multi-tenant Gateway • Software Load Balancer and separate MUX to handle incoming requests to better scale • Multi-tenant firewall



• Enables network virtualization without SCVMM • Manageable via PowerShell, Azure Stack or SCVMM • Broad SDN support
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5. Clustering
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Clustering • The assumption that clustering would be built on quality hardware is not applicable in many deployments today • Windows Server 2016 takes step to protect against transitory network, storage and compute problems • Domain boundaries gone • Easier to get to 2016 – Node removed from cluster – Installed with 2016 and added back into mixed mode cluster – Once all nodes are 2016 flip a switch to move to 2016 native
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To The Cloud



• Enables an Azure Storage account to be used as the witness • Enables stretched clusters without requiring a 3rd site • Create clusters in Azure • Means witness can be: – Disk – File share – Azure storage account
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Compute and Storage Resiliency • New Compute Resiliency enables VMs to continue running even if a node falls out of cluster membership • Customizable tolerance • VM moves to a Paused-Critical state and waits for storage to recovery without losing any session state if storage lost • Less flapping for nodes falling in and out of cluster • If a node ungracefully leaves 3 times in an hour the VMs are drained and it is quarantined • Can rejoin after 2 hours
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6. Hyper-V
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Hyper-V • • • • • • • • • • •



New scale with 16TB of memory and 240 vCPUs per VM! Nested virtualization New Hyper-V VMCX binary format Production checkpoints that leverages backup technologies for appconsistent Hot-add/remove memory to Gen 1/2 and NICs to Generation 2 VMs PowerShell Direct Linux Secure Boot Virtualized TPM (vTPM) for Generation 2 VMs Management Improvements Hyper-V IC’s updated via Windows Update Discrete Device Assignment
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Shielded VMs • Provides protection for shielded VMs from all levels of administrator (datacenter, storage, network etc.) • Uses TPM 2.0 or AD attestation used by attestation service • Hyper-V host requests a key from the Host Guardian Service and only if healthy will get the key and store in the VSM to access the VM • Requirements:



– Generation 2 VMs (UEFI firmware, Secure Boot, vTPM 2.0) – Windows Server 2012 and above guest OS
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What does Shielded VMs give us? BitLocker encrypted disks Live Migration traffic encrypted Hardened VMWP Existing Windows Server 2012 and above workloads can be used • Only real usability difference is no console access • Provides compliance for environments requiring machines to be encrypted • • • •
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7. Remote Desktop Services
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Remote Desktop Services



• OpenGL 4.4 and OpenCL 1.1 RemoteFX support • RemoteFX support in Windows Server 2016 guest • Larger amounts of dedicated memory per VM (1 GB from 256 MB in 2012 R2) • Generation 2 VM support for VDI • Personal session desktops, i.e. specific RDSH per user • MultiPoint a role of Windows Server 2016 • Pen remoting support (instead of pen acting like a mouse) • Remote Credential Guard
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8. PowerShell
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PowerShell Progression Version Monad Manifesto



Server Server 2000



PowerShell 1.0 PowerShell 2.0 PowerShell 3.0 PowerShell 4.0



Server 2008 Server 2008 R2 Server 2012 Server 2012 R2



PowerShell 5.0



Server 2016



Key Feature Vision and prototype .Net Cmdlets Remoting Coverage Desired State Config DevOps
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PowerShell 5 • PowerShell is at the center of management and interfacing with Windows and the entire IT ecosystem • PowerShell has continued to evolve with huge numbers of cmdlets, workflows, desired state configuration and more • PowerShell 5 continues this constant innovation with:



– Huge number of new cmdlets across entire range of actions – Integration with Internet based software packages with PackageManagement module – New DSC capabilities including running as set of credentials, just enough administration – ISE color coding extends to PowerShell console



9. Active Directory
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Active Directory • Privileged identity management (PIM) to mitigate credential theft using a bastion forest



– Utilizes Microsoft Identity Manager (MIM) – New workflows for administrative privilege access



• Time-bound memberships



– Kerberos ticket lifetimes restricted to time of lowest time-bound membership



• Remember Azure AD Join for Windows 10 corp devices
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PIM Example
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10. Security
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Security • This is at the core of everything in Windows Server 2016 • “Assume breach” is a fundamental tenant in todays IT world • Technologies for both personas of Windows Server 2016



Shielded VMs and Host Guardian Service VM Security Virtualization Based Security (code integrity, credential guard) Hyper-V Containers Nano



Control Flow Guard Device Guard Credential Guard and Remote Credential Guard Privileged Identity Management, JEA and JIT Enhanced Logging Built-in Anti-Malware Nano
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Rate This Session Now! Tell Us What You Thought of This Session



Rate with Mobile App: •



Select the session from the Agenda or Speakers menus



•



Select the Actions tab



•



Click Rate Session
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WIN Prizes!



Rate with Website: Register at www.devconnections.com/logintoratesession Go to www.devconnections.com/ratesession Select this session from the list and rate it
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