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Abstract—A cognitive radio system has the ability to observe and learn from the environment, adapt to the environmental conditions, and use the radio spectrum more efficiently. However, due to multipath fading, shadowing, or varying channel conditions, uncertainty affects the cognitive cycle processes, measurements, decisions, and actions. In the observing step, measurements (i.e., information) taken by the secondary users (SUs) are uncertain. In the next step, the SUs make decisions based on what has already been observed using their knowledge bases, which may have been impacted by the uncertainty, leading to wrong decisions. In the last step, uncertainty can affect the decision of the cognitive radio system, which sometimes can lead to the wrong action. Thus, the uncertainty propagation influences the cognitive radio performance. Therefore, mitigating the uncertainty in the cognitive cycle is a necessity. This paper provides a deep overview of techniques that handle uncertainty in cognitive radio networks. Keywords—Cognitive radio network; Spectrum sensing; Uncertainty; Bayesian network; Fuzzy logic; Evidence theory.



I. INTRODUCTION Wireless networks have grown exponentially over the last decade and the traffic of information has exponentially increased. This has created a high demand for radio spectrum frequency bandwidth. However, most licensed frequency bands are sparsely used or unused by their owners. The U.S. Federal Communications Commission (FCC) and recent studies have shown that with fixed spectrum allocation policy, frequency band utilization ranges from 15% to 85% [1], which means there are holes in the spectrum. These holes, called white space, are the non-used spectrum by their owner, called primary users (PUs) [2]. In addition to the inefficient utilization of the radio spectrum, the spectrum is a scarce resource. A logical way to overcome the spectrum scarcity is to use it dynamically by sharing the spectrum with other unlicensed users (SUs) without interfering with the transmission of the PUs. This allows SUs to sense unused channels and use them for transmission [3]. The opportunistic spectrum access (OSA) has been proposed as a solution for the spectrum allocation problems. The OSA policy allows the spectrum to be shared with all users in contrast to the fixed spectrum access (FSA) policy, in which the spectrum is divided into numerous bandwidths assigned to one or more dedicated users. Under the FSA policy, PUs have access to some specific spectrum bands to transmit their data while others are forbidden [4]. In order to advance the use of



OSA, several solutions have been proposed, including cognitive radio, which is an enabling paradigm for opportunistic spectrum access. Cognitive radio is an innovative approach to wireless networking in which the radio device is aware of its environment and has the ability to establish and adjust its parameters autonomously. It has the ability to observe and learn from its environment, adapt to the environmental conditions, and make decisions to use the radio spectrum more efficiently [5]. Indeed, a cognitive radio can perform the following processes: (1) sensing, which is the comprehension and awareness of the environment; (2) deciding, which is the analysis of results and reliable decision-making based on what is sensed from the environment; and (3) acting intelligently by adapting, changing, and adjusting radio parameters to enhance the performance and overcome the spectrum scarcity issue. Cognitive radio cycle has three main phases, observation, decision-making, and taking a decision [6]. The first stage is critical since it is the stage where the measurements are taken and the spectrums ensign is performed. Multipath fading, shadowing from obstacles and varying channel conditions are the resources of uncertainty and randomness, which affects all the cognitive cycle processes [7]. When the SUs observe the spectrum and take uncertainty measurements, this uncertainty will be spread to the next stages and this can lead to wrong decisions based on uncertain measurements. SUs make decisions based on what has already been observed using their knowledge bases which may have impacted by the uncertainty. Wrong actions will be then taken. Thus, the uncertainty spreads in all the cognitive cycle stages from the spectrum sensing to the taken action, thus the cognitive radio performance degrades. Therefore, there is a great need to address these uncertainty problems in the cognitive cycle by sensing the spectrum correctly, making the correct decision, and taking the right action. Existing spectrum sensing techniques, such as energy detection [8] matched filter detection [9], do not consider the uncertainty when measurements are missing or uncertain due to a number of parameters, namely, noise, channel condition changes, fading, shadowing, or interferences. In addition, unknown channel impulse response (CIH) is also an uncertainty resource. CIH represents the channel behavior and its exact value can only be estimated. In order to estimate the fading level in the channel, Doppler and delay spread are considered and can replace the CIH [10].



In order to handle the uncertainty in the cognitive cycle, a model that considers uncertainty in all stages of the cognition cycle should be developed, in which the handling uncertainty solution is applied to provide reliable decisions, leading to intelligent actions by the cognitive radio systems. There is a need for a model that can consider the uncertainty in all cognitive cycle phases to ensure high performance and significant reliability. This paper is a deep overview of the techniques that can mitigate uncertainty in cognitive radio. These techniques are classified into four main categories: probabilistic, fuzzy set theory, possibility theory, and evidence theory methods. The remainder of this paper is organized as follows. Section II represents the uncertainty classification. Section III reviews the handling uncertainty techniques and their application in cognitive radio. Section IV compares the reviewed techniques. Finally, a conclusion is given at the end. II. UNCERTAINTY CLASSIFICATIONS According to its origin, uncertainty is classified into two main classes [17], aleatoric and epistemic, as illustrated in Fig. 1.



Fig. 1. Uncertainty categories.



In general review, aleatoric uncertainty is a statistical uncertainty that reflects the inherent randomness in nature. It represents unknowns that differ each time the same experiment is done. It cannot be eliminated or predicted by collecting more information or knowledge. The studied system can eventually behave differently depending on this uncertainty. In simple terms, it is simply random [11]. Epistemic uncertainty is a systematic uncertainty that is due to a lack of knowledge and subsequent ability to model and measure the studied system. When data are available, epistemic uncertainty can be presented using probabilities and it can be decreased by collecting more information about the studied system [12]. Both categories exist in real applications. Aleatoric uncertainty arises from stochastic behavior and epistemic uncertainty arises from parameter estimation. The uncertainty type should be first identified in order to mitigate its spread in a specific system. In [13], the two classes were combined in one as a hybrid framework when both are propagated in a dynamic system. In the context of cognitive radio, we are handling epistemic uncertainty while spectrum sensing. In order to handle the uncertainty and data deficiency and avoid imprecise decisions, several qualification methods have been proposed under the epistemic type [14-17]. These methods are classified into four categories: probabilistic, fuzzy set, possibility, and evidence based theories. Fig. 2 illustrates the classifications of the epistemic uncertainty mitigation techniques.



Fig. 2. Representation of methods to handle uncertainty.



Probability theory is the main tool used to estimate all measures of uncertainty. It is a mathematical approach aiming to analyze random phenomena based on random variables, stochastic processes, and events [14]. Fuzzy set theory is an alternative way to handle uncertain and imprecise information to make reliable decisions [15]. Evidence theory is an alternative approach to probabilistic approach for modeling the epistemic uncertainty [16]. Possibility theory is a method to mitigate with uncertainty and incomplete or imprecise data in multisource information [17]. III.



HANDLING UNCERTAINTY TECHNIQUES



A. Probabilistic theory based techniques Probabilistic methods can handle both epistemic through experiments and subjective aleatory uncertainty. Under this category, the degree of belief replaces the knowledge about a system state. The degree of belief is attached to all possible events for the studied system and it is expressed using probabilities since knowledge provides a degree of belief and not certain information. Probabilities relate statements to a state of knowledge. They are expressed as P(A/B), changing with new evidence C to be expressed as P(A/B, C) [14]. Using probabilistic theory allows the studied system to choose the best action. Graphical models are examples of techniques classified under this category. Bayesian network [18] and Markov network [19] are examples of graphical models. 1) Bayesian Network Bayesian network is used to present knowledge about an uncertain domain and model how intervening variables influence one another. It allows a system to handle uncertain contexts and express conditional probabilities of events where data is missing [20]. It is a graphical representation of probabilistic relationships between a set of random variables and their conditional dependencies related via a directed acyclic graph, which make it reflects the conditional relations between variables based on directed links between them. These links indicate direct influence from one variable to another, which is the direct dependence between them. The lack of connection identified the conditional independence between variables. Bayesian models are based on joint probabilities and conditional probabilities to operate and provide probability of how an event is true. The chain rule is used to write any joint probability distribution as an incremental product of conditional distributions. P (x1, x2…., xn ) = ∏i P(xi/ x1, x2, …., xi-1) (1) where xi is an event, i=1…. n, P(xi) is the prior probability of xi, and P(xi/xj) is the conditional probability of xi given xj. The joint probability distribution P(X=x) can be expressed as a



function of conditional probabilities associated with each node xi under the conditional independence hypothesis. P(X=x) = ∏ P(xi/Pa(xi))



(2)



where Pa(xi) is the probability of the parent xi of the child xj if xj depends on xi. Bayes’ theorem expresses the relations between events using conditional probabilities and it has the form P (xi/ xj) = P (xj / xi) P(xi) / P(xj)



(3)



This theorem computes probabilities when there is not direct information about an event. It allows the representation of causal dependencies between various contextual events and the obtainment of probability distributions. The Bayesian models have been used in cognitive radio networks to overcome the uncertainty issues in spectrum sensing. The SUs need to sense the band to find the available channel for transmission. The spectrum sensing problem is reformulated as follows 𝑛 𝑘 , 𝐻0 𝐸, 𝑒 ./ 0 + 𝑛(𝑘), 𝐻1



𝑦(𝑘) =



(4)



where y(k) is the SU received signal, Es is the PU signal energy, φ(k)=0, π, and n(k) is an Additive White Gaussian Noise (AWGN) signal with zero mean and variance No/2. Based on Bayesian criterion, decision tests can be written as 3(4/67 ) 3(4/68 )



≷ 



3(68 )(:;< =:;; )



(5)
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