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The Integrated Data Center



Future State - Asia View 2016 and beyond Drivers of change / More data than ever before (External Factors):



•Google I/O 2015 - Project Tango - Mobile 3D tracking and perception •Gaming / Human Capital Assesments •Globalization - AliCloud, AWS Azure..Distributed Cloud Data Centres •Modular Data Centres / Cloud Fabric •Speed of change difficult to comprehend and collaboration required ! Information Classification: External



Acronyms and Definitions Just so we are all on the same page



©2015 For information, contact Deloitte China.
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GLOBAL DATA CENTER PROJECTS Experian



Research in Motion



Nottingham, England



Toronto, Canada; Beijing and Shanghai, China



Cloudsite Tianjin, China



China Construction Bank Wuhan, China



Hewlett Packard Markham and Missauga, Canada



HP / Cyberjaya Kuala Lampur, Malaysia



MWBKonnect Dublin; Frankfurt; Lisbon; Madrid; Hong Kong



US NMCI Program 60 Projects; 6 Countries



Mobily Jeddah, Saudi Arabia



Confidential Technology Co. Cork, Ireland; Copenhagen, Denmark



ICBC SH Shanghai, China



Shanghai Stock Exchange Shanghai, China



Concept Planning Studies Multiple Clients and Locations



CORGAN CRITICAL FACILITIES ARCHITECTURE



www.corgan.com BRIAN GEORGE



JIM COBER



DAVID MARQUARD



MARK RUTTNER



PRINCIPAL



PRINCIPAL



VICE PRESIDENT



VICE PRESIDENT



CORGAN OVERVIEW Corgan is a leading architecture and design firm with deep technical expertise and a reputation for great service. YEAR ESTABLISHED FIRM SIZE



1938 500+ EMPLOYEES



REPEAT BUSINESS



85%



MARKET SECTORS



Critical Facilities Corporate Interiors Aviation Healthcare Education



RECENT AWARDS



#1 Data Center Architect Building Design + Construction Architectural Firm of the Year DCEO Magazine American Business Ethics Award Winner Society of Financial Professionals Firm of the Year Engineering News Record, 2011



GLOBAL REACH



43



U.S. PROJECT REACH STATES



22



GLOBAL PROJECT COUNTRIES REACH



38



NATIONAL DATA CENTER REACH STATES



15



GLOBAL DATA CENTER COUNTRIES REACH



Dallas • Houston • New York • Phoenix • Los Angeles • San Francisco • Beijing • Dubai



CRITICAL FACILITIES OVERVIEW EXPERIENCE SECOND TO NONE



YEARS FOCUSED IN DATA CENTER ARCHITECTURE
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9.2 million SF OF DATA HALL DESIGNED



COMPLETED DATA CENTER PROJECTS



GREENFIELD DATA CENTERS IN THE LAST 10 YEARS



DEDICATED DATA CENTER EXPERTS



700+ 55 70+



37+ million SF OF GROSS AREA DESIGNED



1,100+ MW MW OF CRITICAL LOAD DESINGED



DATA CENTER CLIENTS



PROJECT LONESTAR DATA CENTER



PROJECT BUCKEYE DATA CENTER



PROJECT OXMOOR DATA CENTER



NYSE DATA CENTER



CISCO TXDC2 DATA CENTER



PROJECT DOLPHIN DATA CENTER



PROJECT PILLAR DATA CENTER



PROJECT MILLS DATA CENTER



CYRUS ONE WESTOVER HILLS



T5 COLO DALLAS



QTS CHICAGO



CYRUS ONE PHOENIX



EXPERIAN UK DATA CENTER



CLOUD SITE DATA CENTER CHINA



CHINA CONSTRUCTION BANK DATA CENTER WUHAN CHINA



RELEVANT TOPICS



GLOBAL RISK COMPARISON



GLOBAL RISK COMPARISON Risk Factors



Comparative Data Center Locations



– Risk Sensitivity and Mitigation



Mainland China



– Primary Design Considerations



Hong Kong, Singapore and Pacific Rim



– Operational Risks



United States – Regulatory Issues – Geopolitical Influences



GLOBAL RISK COMPARISON RISK SENSITIVITY AND MITIGATION – Mainland China – Accidents – Faulty Construction – Weather Events – MEP Systems Failures



GLOBAL RISK COMPARISON RISK SENSITIVITY AND MITIGATION – Hong Kong, Singapore and Pacific Rim – Weather Events – MEP Systems Failures – Accidents – Physical Threats



– United States – MEP Systems Failures – Weather Events – Physical Threats – Accidents



GLOBAL RISK COMPARISON PRIMARY DESIGN CONSIDERATIONS – Mainland China – Highly redundant and reliable (Tier 4) MEP –



–



– – –



systems for large Enterprise data centers Some acknowledgement of appropriate lower Tier systems for CoLo/Retail data centers Strong affinity for trusted, traditional technologies (water cooled chillers and some DX) Significant distrust of new technologies Hierarchical structure that discourages risktaking in systems and technology selections LDI’s have become competent in execution of “typical” designs



GLOBAL RISK COMPARISON PRIMARY DESIGN CONSIDERATIONS – Hong Kong, Singapore and Pacific Rim – Limited focus on PUE/power savings – Site development is prime driver – Affinity for trusted, traditional technologies



(water cooled chillers) – Redundancy of MEP systems is variable with business purpose of the data center



– United States – Significant willingness to embrace new



technologies (by designers and owners) – Significant focus on PUE – Redundancy of MEP systems is variable with business purpose of the data center – Significant focus on simplicity of systems



GLOBAL RISK COMPARISON OPERATIONAL RISKS – Mainland China – Very limited availability of trained operations



and maintenance staff – Hierarchical structure inhibits maintenance responsibility and initiative – Complex infrastructure in place may not be getting required preventative maintenance



GLOBAL RISK COMPARISON OPERATIONAL RISKS – Hong Kong, Singapore and Pacific Rim – Limited availability of trained operations and



maintenance staff – Widespread utilization of standardized systems adoption creates a uniform training situation



– United States – Very small, but well trained operations and



maintenance staff size – High level of independent authority and responsibility for “hands on” maintenance – Reliance on written MOP’s and SOP’s – Focus on regular preventative maintenance to enhance reliability



GLOBAL RISK COMPARISON REGULATORY ISSUES – Mainland China – Land use controls make data centers desirable



first buildings in development – Data centers seen as desirable “semiinfrastructure” – Restrictions against private power generation create limitations • Limitations of size of diesel generator plants • No power sale back to the grid • No fuel cells • No gas powered turbines for continuous power



– Multi-story is required due to land use



regulations



GLOBAL RISK COMPARISON REGULATORY ISSUES – Hong Kong – Land use controls make data centers desirable – – – –



first buildings in development Data centers seen as desirable “semiinfrastructure” Multi-story is required due to land use regulations Permitting is difficult Significant controls on data center locations



GLOBAL RISK COMPARISON REGULATORY ISSUES – Singapore – Very friendly to data center development – Well planned with data center locations mostly



in established data center parks – Multi-story is required due to land use regulations



– United States – Relatively little regulation, and most locals



support data center development – Size, capacity, and location are all demand driven – Single story is typical except when site limitations require more density



GLOBAL RISK COMPARISON GEOPOLITICAL INFLUENCES – Mainland China – Has learned much of what they care to learn



from western sources – Has an interest in self execution of projects – Has restrictions on importation of US computers due to security concerns – Is not a desirable location for businesses outside China due to concerns regarding government access to information



– Hong Kong – Some concern regarding future governance



may have retarded data center development – Perhaps 60-70% focused on mainland China and Macau business operations and 30-40% on PacRim business operations



GLOBAL RISK COMPARISON GEOPOLITICAL INFLUENCES – Singapore – May be benefiting from concerns regarding



future governance of Hong Kong – 100% focused on PacRim business operations, particularly Indonesia



– United States – More US companies looking to expand



operations to PacRim with data center facilities which are “local” – Global network and operations view



RELEVANT TOPICS Retail and Enterprise



Power Densities



Insights into both markets based on project experience



Power implementation in the market and impact on data hall design



Build vs Lease



Energy Efficiency



Framing the issues and drivers in the evaluation process



Trends in design and systems to lower energy consumption



Site Planning



Alternative Energy



Site studies, early project development and site due diligence



Implementation of on-site generated power systems



Physical Security



Modular Data Center



Secured facilities that balance threats, risk and budget



The range of modular solutions and implementation



Legacy Environments



Sustainability



Experience working in operational facilities



High performing data center design



Data Centers Environmental Considerations Ir. Dr. James Wing Ho Wong Allied Environmental Consultants Limited [email protected]



Allied Environmental Consultants Ltd. Dr. James W. H. Wong [email protected]



Buildings End-of-Life



Allied Environmental Consultants Ltd. Dr. James W. H. Wong [email protected]



What do we see as the latest IT trends in Data Centers? Data center technology has seen major improvements in the last 2 years due to an explosive growth in requirements and increased demands on efficiency and cost efficiency Trend



Definition



Trend Highlights



Fabric Based Computing



Fabric



Based Computing refers to a fabric based data center architecture that brings together loosely coupled compute, storage, and networking components into logical compute resources



The



Power Effectiveness, Sustainability , Green Computing



Green



Computing or Green IT refers to environmentally sustainable computing for IT



The



Private Cloud Computing and Capability Clouds



For



Large



the past few years, the IT community has adopted “as-a-service” concepts and the potential to unleash the power of distributed computing, virtualization and ubiquitous networking Capability clouds is a recent paradigm and signifies a move beyond the building blocks of capacity to deliver finished services that directly address business objectives and enterprise goals.



traditional datacenter stacks of server, storage and network are undergoing rapid development and market flux, changing server, storage and network architecture paradigms drastically While the market is still in a state of flux and standards are not mature, a shared infrastructure utility model offers a higher level of capacity utilization, much higher efficiencies, and increased flexibility goals of Green IT are to reduce the use of hazardous materials, maximize energy efficiency in the data center, and to promote the recyclability or biodegradability of defunct products and waste In addition to the obvious cost savings and efficiencies attained by adopting Green IT principles in the data center, there may be potential for obtaining federal grants and jurisdictional tax exempt status companies have invested in Private Cloud Computing infrastructure to realize economies of scale across business units, following principles of secure multi-tenancy Security and regulatory requirements have largely not satisfactorily been addressed by Public Cloud environments, which is causing most large enterprise environments to look at Private Cloud or Hybrid models Non-critical, application workloads with low security requirements are being used to test drive hybrid public-private Cloud models Private Clouds have replaced the traditional hosting models and have enabled IT departments to be more agile in provisioning, de-provisioning and scaling of compute environments Capability clouds are replacing the IaaS and PaaS service paradigms. Instead of talking about machine images or database instances, the discussion shifts to the analytics cloud, the testing cloud, etc. As services are increasingly sourced via the cloud, the concepts of chargeback, vendor, usage, and contract management become essential functions. 31



What do we see as the latest IT trends in Data Centers? (Continued) Data center technology has seen major improvements in the last 2 years due to an explosive growth in requirements and increased demands on efficiency and cost efficiency Trend



Definition



Trend Highlights



Storage Efficiency based on “business” value of data



Enterprise



storage effectiveness and optimization is becoming increasingly important for organizations as enterprises adapt and gear up to manage the explosive growth in data



As



Increased Business Focus on Security



Security



Traditional



and privacy has elevated from being an IT department concern to C-suites, and boardrooms are taking notice of highly visible incidents, ranging from malware infected motherboards from top-tier PC manufacturers to information theft from a leading cloud provider, to the manipulation of the underlying routing tables of the internet, redirecting traffic to unauthorized networks



data matures in an organization and volume of primary data starts to impact efficient management, data lifecycle management, data classification & prioritization have taken on a significant priority Archiving and application retirement strategies and technologies are being considered or are in the execution phase to get the amount of primary businesscritical data identified and managed. Technologies like primary storage inline or post-process de-duplication are becoming more mainstream Reduction of data and increase in utilization rates has become an area of focus. Technologies like thin provisioning are being widely adopted to realize an increase in overall efficiency Alternative delivery methods such as Storage in the Cloud and SaaS are being considered for both primary storage as well as data protection approaches to data center network security, which were largely perimeter security based, have now evolved to more holistic approaches such as automated identity management, role-based security, multi-factor authentication and application-aware firewalls Highly integrated tool sets and investments in security analytics and forensics have helped connect dots and identify previously undetectable exposures Data center network security is increasingly framed as a combination of architecture, practices and processes – with equal focus on internal and external threats
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Software-Defined Infrastructure – Transforming the Enterprise Datacenter Software-Defined Infrastructure is a disruptive paradigm shift that delivers IT infrastructure as a service, fully managed by software



Software Defined Infrastructure Overview Software-Defined Infrastructure (SDI) is an architectural approach to deliver IT infrastructure as a service SDI is an evolutionary step in infrastructure hosting delivery models, expanding virtualization concepts to include all physical resources – compute, storage, network, and security Applications and services are automatically provisioned, delivered, and managed by intelligent, policy-driven software Hybrid Hosting



Traditional Hosting



Slow time to provision new applications and services, no automated orchestration Costs to operate and maintain infrastructure are significant



Full virtualization of infrastructure across the datacenter with fully automated operations and service orchestration



Challenges in managing infrastructure allocation, and increasing issues around complexity and stability



Minimized manual processes and scalable architecture to provision new applications and services in just hours



Manual processes limit workload mobility creating underutilized assets



Workload mobility to drive higher infrastructure asset utilization
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Staff and Operational Costs



Storage
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Network



Staff and Operational Costs



Fully Virtualized Data Center



$$$$$



te Compu Storage Network



Fully Automated Service Orchestration



Hardware components are dedicated to individual applications



Hybrid mix of traditional hosting resources (physical storage, network) and virtualized compute resources



Semi-Automated Service Orchestration



Physical infrastructure is segmented, disparate, inflexible, and manually operated



Software-Defined Infrastructure



Dynamic Management / Allocation of Resources



$



Staff and Operational Costs



$$$$$
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Software-Defined Infrastructure Terminology The industry is littered with marketing buzzwords, inconsistent terminology, and a variety of architectural representations. Establishing consistent definitions of key SDI components is critical for internal and client communications An exhaustive list of IT services that an organization provides or offers to its employees or customers. The catalogue is the only part of the Service Portfolio that is published to customers and is used to support the sale and/or delivery of IT services



Automation and Management Tools Multi-platform applications and services are automatically provisioned, delivered, and managed by intelligent, policy-driven software, accessible from a single management console



Orchestration Orchestration is the codification of a complete process. Orchestration ties together a set of automated tasks into a single process and may span multiple devices, applications, solutions, and data centers. Example: deploying a new version of an application, which might include multiple automation tasks



Service Catalog



Orchestration Layer Service Catalog Software-Defined Datacenter Data Privacy



Policies



Automation



Automation



Cloud Platform Layer (Deployment Models: Private Self-Run, Managed, Dedicated, Public-Public, Virtual Private) Application Layer Applications



Database



Applications



Operating System



Operating System



Operating System



Virtual Machine



Desktop



Mobile



Resource Virtualization Provisioning and Management Controllers and Agents (SDN APIs)



Platform APIs (SDS APIs)



VM Provisioning



Physical Resource Layer Networking



Storage



Compute



Governance



Automation and Management Tools



Cloud computing is delivery model for IT services. Cloud platforms dynamically allocate and provision elastic resources and scale services on-demand. Cloud deployment models can be private or public, self-run or managed



Information Security Automation is the codification of a specific task. This task usually has one goal, though it may have several steps that have to be performed to accomplish the goal. Example: automating a server shutdown involves quiescing connections, stopping specific processes, and then taking it offline



Server Virtualization Server virtualization is the partitioning of a physical server into multiple logical servers to help maximize use of physical resources. Resources of the server itself are hidden (e.g. memory, CPU), or masked, from users, and virtualization software is used to divide the physical server into multiple virtual environments



Software-Defined Storage (SDS)



Cloud Platform Layer



Automation



Storage infrastructure that is managed and automated by intelligent software as opposed to by the storage hardware itself. Pooled storage infrastructure resources in a software-defined storage environment can be automatically and efficiently allocated to match the application needs



A software-defined data center is an IT facility where the elements of the infrastructure – networking, storage, CPU and security – are virtualized and delivered as a service. The provisioning and operation of the entire infrastructure is entirely automated by software



Policies
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Physical resources include compute, storage, and networking hardware. Processors, memory, hard disks, routers, switches, etc. Physical Resources



A network architecture where network control is decoupled from forwarding and is directly programmable. Network intelligence is logically centralized in software-based controllers and maintain a global view of the network Software-Defined Networking (SDN)



Why is SDI a Game-Changer? Market forces, Business pressures, and Technology innovation are forcing CIOs and CTOs to transform their technology infrastructure – primarily to reduce costs, improve service quality, increase business responsiveness and minimize risk



SDI Solutions



Business Challenges Agility



Asset Deployment



Lower Costs



Resiliency



Licensing



Compliance



Increased data center complexity due to high server growth and intra-data center traffic



1



Increased data requirements of complex applications Increased time to market for new applications Provisioning sometimes taking months to complete



Inefficient asset spending across storage, network and compute environments



Flexible allocation and configuration of resources 2



3



Low asset utilization but increasing capacity demand End-of-life failures in software and hardware due to delayed technology rollout Service failures due to infrastructure scale out lead to lost productivity Archaic software licensing model Most enterprises lack clarity on actual license purchases and utilization



Difficult to enforce consistent security and data policies to fit unique IT environments Need to ensure compliance with evolving regulatory requirements



Agility Scalable service for rapid response to business needs



Asset Deployment Dynamic and rapid deployment of applications to the cloud Apps managed as one with rapid provisioning Lower Costs Increased IT efficiency with services automation and orchestration Decreasing operational costs for running an application



4



Resiliency Improved availability and resilience minimizing service outages Hardware is commoditized to ensure continuous availability Resource redundancy and increased fault tolerance



5



6



Compliance Automated security compliance Re-configurable infrastructure to match changing requirements Big Data Dynamically configurable infrastructure optimized for storage and analysis of Big Data 35



The Emerging Vendor Landscape For Software-Defined Products Cloud Asset Providers



SaaS



PaaS



Software



Virtualization Software, O/S, Server Virtualization Software, Network Operating System



Management Tools



Security, Availability, Virtual Machine Mgmt, Performance Monitoring, User Interface, Back Up / Recovery, Service Orchestration, Billing / Chargeback, Hybrid Cloud



Application Platform (Middleware)



Database Management, Data Integration, Application Development and Hosting Platform



Applications



ERP, CRM, Supply Chain Management, Business Analytics



Software-Defined Infrastructure



Server, Storage, Network Equipment



Type



Proprietary



Infrastructure Hardware



Key Players Commodity Proprietary



Example



Open-Source



IaaS



Type



SDI Providers Example



SDI Packages



Software Defined Data Center, Server, Network , and Storage Virtualization, Automation and Management tools, Orchestration



Server Virtualization



Hypervisor (e.g. Vmware vSphere , Microsoft Hyper-V), Virtualized CPU & Memory, Virtualized Applications and Operating Systems



Key Players



Network Hypervisor, Logical Networking Software Components (Switch, Defined Network Router, Load Balancer), Network (SDN) Controller, Virtual Extensible LAN (VX LAN)



Software Defined Storage (SDS)



Abstract Storage Resources, Pooling, Replication, OnDemand Distribution, Hardware Agnostic Data Services



Orchestration and Automation



Automated Service Provisioning, Application Instantiation, Process Modeling
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Lets take a step Back ! What does it all mean – Efficiency / Sustainability ! Wild Wild West • Good − Cost Savings − Global efficiency − Security − Corporate Citizenship • Bad − Hard Work − Risk of Change • Ugly (Lemons) − Latency − Data Transparency − ESG - Financial Reporting − Hazardous Waste ©2015 For information, contact Deloitte China.
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What do we see as the top 5 IT emerging trends that will directly impact the current and future design of Data Center White Space? (Continued) Data Center White Space is directly impacted by the Enterprise’s strategies on cutting edge technology paradigms and innovative approaches to data center engineering design Trend



Definition



Trend Highlights



Modular Design to enable longterm scalability



Scalable,



modular data centers provide the flexibility needed to solve a wide range of data center challenges. Such data centers, once shunned by the enterprise, are quickly becoming more mainstream and making their way into enterprise computing environments to provide supplemental capacities and quick deployment



As



Open Source data center design



Innovative



The



approaches to data center systems such as the Open Compute Project will have a large impact on data center white space. While not all approaches will reduce actual space, the goal and result of using such innovative approaches is a reduction in overall data center energy consumption and costs, and a nonproprietary approach to data center architecture



density demands for data centers continue to go, there is renewed pressure on data center managers to support high density computing. Modular data center design enables business flexibility by providing a quick-to-deploy data center design that enables data center managers to respond quickly to business demands Modular data centers are quickly evolving from being niche players to being enterprise ready. New investments and modular designs from traditional hardware vendors like IBM and HP have garnered a lot of interest in modular data center designs Modular power and cooling designs are quickly replacing traditional data center mechanical systems, thus reducing white space significantly by deferring full buildouts and avoiding the over engineering aspect associated with traditional data centers power and cooling Open Compute Project is a set of technologies that reduces energy consumption and cost, increases reliability and choice in the marketplace, and simplifies operations and maintenance Companies like Google and Facebook have hugely adopted and evangelized the use of inexpensive servers which use efficient and innovative motherboards, highly efficient (95%) power supplies, and 48VDC backup power New cooling approaches in the Open Compute Project use innovative approaches such as airside economization with an evaporative cooling system and related controls
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Legacy applications Value added upgrades ;“Servers” in Japan BU were successfully moved to Hong Kong in the initial phase, leaving Malaysia, Taiwan, Australia, and Indonesia to be covered in the later phases; •However legacy application and added latency created unacceptable delays in CRM areas



Migrate apps to new technology platforms….virtualization.



Hyperconverged ?
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Latency and the Cloud / Data Center The Need for Speed – Mobility / Content ! Network latency Matrix (between Access Points: round trip data packets delay) 



HKG



JKT MIL PRG STL ZUR



KUL MNL SAO STO



LAX NYC SEA SYD



LON OSA SEL TOR



MAA PAR SGN TPA



MAD PEN SHA TPE



MEL PER SIN TYO



MIA PHX SJC WAW



70 300 240 275 280



60 85 390 265



190 265 185 150



270 70 80 255



95 285 50 275



240 80 55 50



155 110 40 75



240 185 185 260



The “Key” your customers/users now and projected are “localized” Virtualized content servers need to be “localized” as well. However, Back up and non-time critical servers can be further away ©2015 For information, contact Deloitte China.
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Undersea Cables An industry in itself – Consortiums – Size Matters !



TVRA - requirements



©2015 For information, contact Deloitte China.
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Global Data Center Capacity Top 10 – 40M+ Sq. Ft



PT.NTT Indonesia Nexcenter ! ©2015 For information, contact Deloitte China.
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What do we see as the top 5 IT emerging trends that will directly impact the current and future design of Data Center White Space? Data Center White Space is directly impacted by the Enterprise’s strategies on cutting edge technology paradigms and innovative approaches to data center engineering design Trend



Definition



Trend Highlights



Cloud Strategy



An



organization's strategy on leveraging public IaaS and SaaS offerings will greatly influence the amount of capacity required in the enterprise data center



An



Shift toward high-density computing



Due



This



Convergence of network and SAN fabric







to deployment of extensive virtualization, private clouds and other high density computing, white space requirements have decreased due to smaller floor space required but have increased in the case of power and cooling requirements per rack (or sq. ft.) Traditional data centers have typically been under-utilized due to inflexible single purpose networks and associated management costs. The new trend towards network and storage convergence has evolved from the initial attempts at technologies like Infiniband and iSCSI and have converged onto Fiber channel over Ethernet (FCoE)



enterprise’s strategy on expanding into public Cloud strategy will define how much and how early data center space will be built out We believe that this trend will impact Agilent’s data center requirements greatly over the next 5 years if a public cloud policy is developed before the buildout of the new data center shift towards virtualization and other high density computing presents challenges not only in power and cooling but also in system uptime as hotspots are subject to failure and reliability concerns.  While high-density computing has spawned a significant amount of data center centralization, consolidation and rationalization, it has also required data centers to be retrofitted or new data centers to be built to support higher power and cooling densities



















As 10 Gigabit Ethernet (10 GbE) technology becomes more widely used, 10 GbE network components fulfill the combined data and storage communication needs of many applications The FCoE protocol allows efficient, high performance conversion between FCoE links and FC links in layer 2 switches. This enables FCoE to be placed on Ethernet, thus removing the limitation of depending on Layer 3 protocols like TCP to provide lossless behavior for storage FCoE can be implemented easily in switches because conversion between FC and FCoE is relatively simpler, takes advantage of 10GbE lossless fabric and provides better bandwidth compared to traditional FC All the above factors lead to a simplified cabling plan, reduced rack space and more efficient management
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Lets Map them… The undersea cables and the power supplies are the keys…. Daya Bay



Underse a Cables



©2015 For information, contact Deloitte China.
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Nuclear Power Locations of plants in china



©2015 For information, contact Deloitte China.



At present, 70% of Daya Bay's output is delivered to Hong Kong to serve one third of CLP Power's electricity needs.
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Hong Kong Data Center Capacity 2017 Estimated 7M+ Sq.ft & 78+ Locations



©2015 For information, contact Deloitte China.
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What is a Software Define Datacenter (SDDC) and its benefits?



Storage Virtualization Abstraction Layer Network Virtualization Abstraction Layer



Physical Infrastructure



Network



Storage



The Business Benefits of SDDC The following are key drivers for the accelerated adoption of SDDC across the market today Faster Time to Market Eliminate vendor lock in Automation in routing tasks Overall increased utilization in IT resources Reduction in total size of IT budget



Data Plane



Compute



Control Plane



Compute Virtualization Abstraction Layer



Key Idea All infrastructure is virtualized and delivered as a service & the control of this is entirely automated by software The key idea behind SDDC is to separate the physical infrastructure, known as the data plane, from the control plane which is entirely driven by software By creating this partition one can have the underlying data plane services provided by hardware and keep the management as a software control plane decoupled from the hardware as illustrated SDDC does not equate to simple virtualization. It is Virtualization at all layers The SDDC is an evolving architectural and operational philosophy, not a product that you can buy that has a demonstrated return on investment (ROI)



SDDC Impact



Data Center Infrastructure Management DCIM Software that defines hardware usage and allocation and provides information and standards for reporting. DCIM



•This area is evolving and technology is leading the way to efficiency.



Altima



•The Big Players – IBM / EMC/ AWS / Microsoft / HP – get a Gartner report / and use an SME



•Efficient use of resources •Rapid deployment of assets •More changes ahead software gets better ! ©2015 For information, contact Deloitte China.
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Cyber Security Important to your on-going Operations •



Deloitte delivers globally Managed Security Services (MSP) to our clients 24 by 7.



•



We are witnessing an increase in the complexity of cyber attacks, more customized and more targeted.



•



Current protection technologies such as Antimalware, IPS, etc. are not enough to protect against them.



•



Deloitte is integrating these proven technologies with new approaches such as the Deception Traps, based on TrapX Security solution, which boosts malware deception to a new level.



•



A Data Centre consolidation is a gold opportunity to improve and redesign the security measures, including new provisioning models such as our Security As A Service as networks are migrated.



PoC Design and initial deploy



1



After analyzing the client network architecture and locating its most valued assets, we will deploy a reduced set of sensors



©2015. For information, contact Deloitte China.



PoC On-going



2



For 4 to 6 weeks we will provide service alerts and notifications as well as a limited incident response support



3



PoC Eval Finally, we will provide with sample reports and executive summary results



MSP



4



If the client agrees, we can expand the PoC scope to a full MSP service 6



ESG Reporting - Sustainability Turn Lemons into Lemonade ! 



HKex has issued Environmental, Social and Governance ("ESG") guidelines and reporting informational guidelines. (Sources 12, 13)







ESG Programme: In 2013, Zurich began implementing a Group wide environmental management system that includes market-leading environmental reporting software, which will build on and integrate existing activities throughout the company. Further, it will allow us to accurately measure and continuously improve our environmental footprint across all countries in which we operate. Besides reducing our global carbon footprint, this system addresses other areas of environmental impact in our office buildings, such as paper use, water consumption and waste generation. A global network of environmental managers is managing initiatives across the world to actively reduce Zurich’s environmental footprint and aid progress toward the achievement of our environmental targets. We are developing highly energy-efficient office buildings, and are installing technology.



©2015 For information, contact Deloitte China.
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What are the 3 most important considerations to “future-proof” our new Data Center? Trend



Definition



Modular design for every component



Modularity



Rigorous governance (esp. around virtualization)



Having



Demand Management and Capacity Planning







in data center components has become the proven way to overcome capacity challenges in the data center. Traditional monolithic power and cooling solutions have given way to more adaptive and flexible modular designs. Enterprises have to plan for and factor in modularity at all levels of the data center architecture in order to meet demand. Cabling and Trunking: Blueprint expansion plans for a structured cabling environment and effective use of trunking technology. Plan for the maximum cable densities of a fully deployed system. Power and Cooling: Understand boundaries of current power and cooling design and establish triggers for activating additional capacity Modular UPS and PDU Systems: Modular PDUs and UPS systems can be located closer to the equipment that they serve and help reduce cabling costs a strict governance model and structure for putting things in the data center is key to keeping costs down and containing sprawl. While technologies like virtualization have greatly enhanced the data center workload efficiency and management capabilities, it has also led to diminished control and governance in provisioning new environments and services because of those benefits. Enterprise data is often not governed strongly and tends to accumulate over time, leading to large amounts of premium storage being retained in the data center Having a strong governance model to control server and data sprawl is key to keeping the enterprise data center viable in the long run







A root problem in data center management is the unavoidable uncertainty in predicting future demand. Having a sound demand planning and capacity management cycle integrated with the business is critical the data center long term viability A strong demand management methodology is characterized by  A mature and tested ability to forecast demand that is based on having an accurate pulse on the business and its requirements  Strong metrics and tools to determine current capacity and used capacity  A strong plan for forecasting system requirements and adding additional capacity
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Optimized DR Strategy Testing Service Offerings for Migration and DR Readiness Migration Methods Testing Engineering test standard migration methods New Infrastructure Platform Testing Engineering design and validate target infrastructure platforms Application Platform Testing Application teams perform selective upgrades to current versions in existing environments Application teams test new platforms by connecting their test environments to the infrastructure test lab Application Migration Testing For ‘high profile applications’, application re-build test Gate 1 “Current State Understood”



Gate 2 “Migration Approach Agreed”



Gate 3 “Migration Scheduled”



New Inf Platform Testing



Application Platform Testing



Application Migration Testing



Post Migration Testing



Migration Methods Testing



Pre-Migration Testing



Operational Readiness Testing



Gate 4 Gate 5 “Ready For “Migration Cutover” Successful”



Operational Readiness Testing Need to confirm operational readiness of platforms during test Pre-Migration Testing As the application is built in the new data centre, regression test and DR / failover test Post Migration Testing Tests to confirm correct operation and monitoring as part of an application migration Repeated ‘Sunday’ flow testing to ensure environment is ready Enhanced post migration support Testing as a Service Managing the infrastructure test lab and test connectivity as a service Identifying and collating test scripts



Testing as a Service (Environments, Templates, Tools, Standards) ©2015. For information, contact Deloitte China.
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GLOBAL RISK COMPARISON REGULATORY ISSUES – Hong Kong – Land use controls make data centers desirable – – – – –



first buildings in development Data centers seen as desirable “semiinfrastructure” Multi-story is required due to land use regulations Permitting is difficult Significant controls on data center locations Hazerdous waste controls EPD 129 filing



Integrated Data Centers 6 critical risk areas through 2020 Future State **Sustainability** 1. Energy Efficiency / TCO – Good and getting better 2. Resources and training – Hard Work but more efficiency with software 3. Security – Plan B and more… 4. Speed to deploy assets – Hard Work but software doing the heavy lifting 5. Reporting Transparency and Adding Value – Lemonade ! 6. Plan out 7 years ..and sustain momentum daily



[email protected] +852 6259 0476 Mobile/whatsapp



©2015 For information, contact Deloitte China.
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