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3 ABSTRACT Cognitive radios are radios that adapt their communication parameters in order to use the spectrum more efficiently. Cognitive radios need to learn about the spectrum availability and dynamically adjust to the changing environment. Two uncoordinated cognitive radios in proximity of each other may wish to communicate but have the problem of agreeing upon a channel and synchronization in time. A rendezvous algorithm is used to synchronize the radios, so that they can establish a communication link. The goal of the algorithm is to establish this link as quickly as possible. In this work, we developed and evaluated a class of rendezvous algorithms using the time to rendezvous as a figure of merit. Empirically we determined some optimal parameters to the algorithm for our particular system. 1. INTRODUCTION This project involves the design and implementation of a rendezvous algorithm that will allow for two cognitive radios to establish communication in the presence of interference by opportunistically utilizing available spectrum. To implement our algorithm, the GENI Cognitive Radio KIT (CRKIT) is used. The CRKIT is a configurable cognitive radio system that allows the user to implement their own communication applications. Some examples of communication applications that can be developed are different modulation schemes or a spectrum sensing application. A networking algorithm uses the spectrum sensing data to develop an efficient algorithm to rendezvous with another radio [1,2]. There are numerous system assumptions that need to be considered for rendezvous. For our system we will be using a blind rendezvous [4] process that does not have a common control channel. We will also assume that these radios have the same possible 16 channels, but the noise levels on each channel will not be the same for the radios. This will give an asymmetric model, where the available channels for communication in a feasible instance of the problem will not be same, but there will be at least one channel where communication is possible. Each radio will work in half duplex mode and can operate as a receiver or transmitter at a given time. In addition, the cognitive radio users are not aware of other cognitive radios. Therefore, the radios cannot come up with a predetermined plan of what channel to go to, or who will sit and listen while the other searches. Thus the radios are not initially synchronized in time. Our rendezvous algorithm is based on the above assumptions.



4 After two radios have obtained rendezvous, the algorithm will allow for a communication link to be established. The two radios can then take turns sending data packets to each other. If the communication channel becomes inefficient the radios will begin the rendezvous algorithm again to find a better channel to use. Our project involves the design and implementation of our algorithm based on the parameters proposed. The environment is constantly changing and the algorithm is random and therefore will not obtain the same results every time. The evaluation metric for our rendezvous algorithm is the average number of time slots it takes for the radios to find each other once both radios have started searching and have come into range. The value of measure is determined to be the average time-to-rendezvous (TTR) [4]. 2. CRKIT FRAMEWORK The Cognitive Radio KIT is used for implementation of the rendezvous algorithm. The CRKIT framework allows for the user to implement his or her own communication application without developing an entire radio. The majority of the architecture is static as it has been predesigned by the CRKIT design team. The communication applications are dynamic and can be designed by the users for their own needs. Some communication applications that the user can design include different modulation transceiver schemes, BPSK, QPSK, QAM. The CRKIT design team has already designed a receiver and transmitter QPSK application, as well as a spectrum sensing application that uses Fast Fourier Transform (FFT). The modular design of the system allows the user to focus on their own applications rather than the entire radio. For more information about the CRKIT framework see [5,6]. In implementation used, each radio has a transmitter and 2 receiver applications (APP). One receiver APP is used as a spectrum sensor and uses a 64 point FFT to compute the power spectral density over the 25 MHz band. This band is converted into 16 channels, each channel having a bandwidth of 1.5625 MHz. The receiver’s filter has a bandwidth of 24 MHz, which reduces the gain in the first and last channels, making them unusable. This effectively means that we only have 14 channels that we can use for the rendezvous algorithm. The other receiver and transmitter APPs form a half-duplex Quadrature Phase Shift Keying (QPSK) Modulation transceiver, sending at a rate of 1.5625 MBPS. Each CRKIT is connected via Ethernet to a host machine that runs the developed host software which collects the data and controls the radio.
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Fig. 1 : Cognitive Radio KIT. 3. SYSTEM MODEL The setup for our system (Fig. 2) involves the communication between 2 cognitive radios. Each radio has one RF board that does spectrum sensing and a second RF board that is used for data communication. In addition the data collected from both RF boards is forwarded to a host machine running Linux. The host machine will use this information to run the software designed. The spectrum sensor will record the spectrum observed by each of the radios, and forward the data to the host machines for use in the rendezvous algorithm which will be discussed in section 5. The spectrum obtained is a 64 point FFT of the 16 channels. This gives a point every 390.6 kHz or 4 points per channel. For each of the points the power is calculated as the square root of the magnitude of the in phase component plus the magnitude of the quadrature component. The power levels are then averaged over multiple samples to decrease the traffic forwarded up to the host. The interference vector which measures the power levels obtained by each of the radios is denoted by: I1={i1,1,i1,2, …, i1,64}, and I2={i2,1,i2,2, …, i2,64}. The average interference per channel (AIPC) is determined by taking the average value of the interference values for each channel. These values can be indicated as: A1 ={a1,1, a1,2, …, a1,16} and A2 ={a2,1, a2,2, …, a2,16}, where a1,1 =.25(i1,1+ i1,2 + i1,3+ i1,4). The set of available channels for each radio are determined by taking a threshold of the AIPC levels. By inspection the coherence bandwidth of the usable channels seems to be relatively constant. This could be caused by the close range at which it was examined and the direct line of sight from the radios. The set of channels is C={c1,…c16), while the set of available channels on radio 1 is C1 ⊆ C, and the set of available channels on radio 2 is C2 ⊆ C. C1 and C 2 have to have at least one intersecting channel, so that
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CRKIT_1



CRKIT_2



Fig. 2 : System Model.



C1 ∩ C
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≠ Ø. The radios are in an asymmetric network such that differences in the radios’



locations and environments cause the set of available channels to not be the same for both radios, as the environments and difference in location can cause them to have altered FFT results. The channel sequence of radio 1, with respect to time is denoted at C1(t), and for radio 2 as C2(t). The sequence of channels for C1(t) є C1, the set of available channels for radio 1. Similarly, the sequence of channels for radio 2 is restricted to its set of accessible channels, C2(t) є C2. Additionally, the radios are unsynchronized in time and so one needs to be transmitting (mi(t)=1) while the other is listening (mj(t)=0) at the same time. The goal of the project is to find the first time (Rendezvous Time) at which C1(t) and C2(t) are in the same channel at the same time. The Rendezvous Time can be denoted as the following where Ci(t) and mi(t) are random processes.



.



(1)



4. NETWORK ALGORITHM To establish a communication link between two cognitive radios, we developed a Slotted protocol. The first data stream in each CRKIT will continuously send data to the host to run the developed Periodic Sensing Algorithm. The second data stream sends and receives data packets to the host computer. The host then uses the spectrum sensing data obtained for the Rendezvous and Communication Processes. The first algorithm designed is the Rendezvous Process. This process is a Rendezvous algorithm that uses the spectrum information and develops a scheme so that two radios will be able to find a common communication channel. The next section is a communication process that will send and receive data packets. If the interference level increases



7 Cognitive Radio Host Data Stream 0: Spectrum Sensor



Data Stream 1: QPSK Data



Rendezvous Process



Channel Ranking



Communication Process



Fig. 3: Cognitive Radio Host. The channel ranking block updates the rendezvous process with a sorted list of the channels that are available sorted from least amount of energy to highest.



on the communication channel the radios will have to find a new channel to communicate. This in turn causes the radios to restart the rendezvous process. 4.1 CHANNEL RANKING ALGORITHM The Channel Ranking algorithm is a method developed in order for the radios to determine the amount of interference on each channel and prioritize channels with less interference. The radio first begins by periodically sensing the spectrum and obtaining the 64 point FFT from which the average interference in each channel is calculated. There is a thresholding function that takes the quantized energy levels and determines that if the energy level is greater than some fixed parameter, the channel is not available for communication. The fixed parameter used in this thresholding process is determined empirically.
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Fig. 4 : Channel Ranking .



4.2 RENDEZVOUS PROCESS The Rendezvous Process develops a channel hopping sequence in order to synchronize with another radio. For this system there is no centralized controller telling both radios to go to a certain channel. The radios have to be able to find each other over an asymmetric network. This means that both radios will not see the same interference levels and therefore cannot just go to the channel with the lowest interference level. In addition, even if both radios end up on the same channel at the same time, there is no guarantee that a communication link will be established because the radios are not time synchronized and there could be a packet error. We use a “jump stay” based hopping sequence [1] as it guarantees rendezvous in finite time. This algorithm takes the data from the periodic sensing and develops a channel ranking algorithm. The algorithm goes to all the channels that are below the threshold an equal number of times. This algorithm treats all the channels below the threshold equally. The idea for this algorithm is that it permutes through the available channels. This will be called jump pattern 1 and (yellow in Fig. 5). It then completes a second permutation of the channels for jump pattern 2 (red in Fig. 5). The third step in the process is a stay pattern (green in Fig. 5) that stays at one of the channels for the same time required to complete a jump pattern.
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Fig. 5: Jump Stay Protocol . During each frequency slot the radio will begin by listening and then transmit a beacon message. It will then continue to look for a response, before switching to another channel. While on a channel, the radio will only be able to listen to that specific channel, and will not recognize a message from a radio on a different channel. This process continues until rendezvous is completed. An example of the jump stay protocol can be seen in figure 5. For this example C1={1,2,3,4,7,9,11,12} and C2={1,4,5,6,7,8,9,11}. In this figure, cognitive radio 2 starts its algorithm later than the first radio. This causes a misalignment in time for the jump/stay patterns as wells as for each of the frequency slots. The different scenarios for the misalignment of frequency slots will be discussed later in this section. A rendezvous error can occur if communication between the radios is not established even though both radios are in the same channel at the same time. The algorithm continues until a successful handshake is completed and communication is established. Upon arriving at a new channel in the hopping sequence the radio will start with a random backoff and then send a beacon packet looking for another radio. The radio is in receiving mode for all other times in the slot except when it is sending a packet. Depending on the arrival time of the other radio into the channel, the radio will receive an acknowledgement (ACK) that the radio wants to communicate, a beacon packet from the other radio, or no packet at all. Upon successful completion of a handshake the radios will enter the communication process.
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Fig. 6: Rendezvous Process.
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The different examples of the effects of time asynchronous signals can be viewed in Figure 7. When both radios are in the same channel in the same time rendezvous may still not be recognized. In figure 7, the bracketed areas are frequency slots that are all on the same channel. It is assumed in this figure that before and after these areas each radio is on a different channel. The CRKIT transmission time is large relative to the propagation delay, and therefore the propagation delay is not shown in figure 7. A collision can be seen in the figure if both radios are transmitting at the same time. In part (a) CRKIT 1 sends a beacon at the same time as CRKIT 2 and therefore a collision will occur. This is one possible case for rendezvous error, and both radios will continue searching for each other. Another case of a rendezvous error can occur if one radio sends its beacon message before the other radio gets into the same channel, and the second radio sends a beacon after the first radio switched into a different channel. This type of error can be seen in part (b) of figure 7. Another scenario shown in (c) is if CRKIT 1 sends a beacon too early but receives the beacon from CRKIT 2. CRKIT 1 responds with an ACK to CRKIT 2. After every beacon packet is sent the radio switches directly to a listen mode, waiting for an ACK. The radios will then take turns transmitting data packets. A fourth scenario (d) is if CRKIT 1 sends a beacon to CRKIT2. CRKIT 2 receives the packet and responds with an ACK. After an ACK is received the radios enter the communication process. At this point there is no need for the frequency slots, as the radios have found a common channel to communicate on and the take turns transmitting.
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Fig. 7: Packet Arrival Times.



We came up with another algorithm that will go to the channels with a lower noise level more often. Our intuition is that there is at least some correlation between the interference observed by radio 1, and the availability (interference observed) by radio 2. This can be seen in the diagram of figure 8. In this figure, there are two radios that need to communicate but there is a third radio, the point source that is interfering with the other two radios communication link. The goal for this procedure is that this will decrease the average noise level in the common channel upon rendezvous completion.
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Weak Noise Correlation



Strong Noise Correlation



Fig.8: Noise Correlation.



The interference signal yi(t) seen by a radio is the superposition of the interference point sources xj(t), and of the channels hij with some additive white noise modeled as Wi (t), . To see the noise correlation between radios one and two, we could compute the correlation between the signals y1(t) and y2(t). After the two channels coordinate on the same channel begin communication process. Each will have a slotted time to send their data. This continues until the radios finished their communication or a communication failure occurs and the radios timeout with their partner. The radios then reenter the rendezvous process.
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Fig. 9: Software System Diagram. 5. SOFTWARE DESIGN The host software of the rendezvous algorithm was coded in two parts. The first part is a set of API used for interfacing with the hardware and the second is a networking algorithm that uses this API to control the CRKIT. A diagram of the system is given in Figure 9. When the CRKIT first starts up, it broadcasts a DCHP request packet to the network asking for a DHCP server to respond with an IP. An IP is required for CRKIT as UDP sockets are used to communicate between the radio and the host. The host is statically configured to have an IP of 192.168.1.1 and CRKIT is assigned 192.168.1.2 via a rule in the DHCP server. The host API provides simple and easy to use functions for changing channels, setting transmit power levels, sending packets, receiving packets, and receiving FFT information. A user programming the host application would begin with a call to initializeNetwork() which sets up the UDP sockets used for communication under the assumption that the CKRIT has been assigned an IP from the DHCP server. After that a user can freely use the API to for instance set the transmitter channel to 8 by calling SetChannel(8). This abstracts the tedious process of building and formatting a UDP packet designed for the CRKIT using bit fields to store register values to set in the radio. The API greatly simplifies the task developing a networking algorithm which means that less time is spent interfacing with the radio at a low level and more time can be spent on the network algorithm.



15 The host network algorithm runs in a loop on top of the host API and follows the format of the rendezvous process in Figure 6. The host application begins by initializing the API with a call to initializeNetwork which is pre-requisite for doing anything else. The host then commands the radio to begin producing FFT packets of size 64 points. After a short delay the FFT packets are read in and used to threshold and then rank the 14 channel candidates for rendezvous. Next a channel hopping sequence is generated using the threshold and ranked channel information and returned as an array that will be iterated through. A channel hopping array is an array where each entry contains a channel number and each index in the array represents a single window to attempt to rendezvous on. For each index in the array in order from smallest to largest, a rendezvous is attempted. This is done by randomly selecting a backoff in the range of [0, backoffDelay] and listening in the channel until backoffDelay has been satisfied. The software then broadcasts in the channel which is handled via a TCP socket with the other radio and then resumes listening until the end of the rendezvous window. If at any point while receiving the software is told that the other radio is in the same channel, then the software switches out of receiving mode and replies to the other radio’s broadcast, with an ACK and rendezvous assumed. It should be noted that since TCP is used for communication, special considerations have to be made when a packet is received. It would be unrealistic to declare a broadcast packet received at the very end of the window as sufficient for rendezvous and replying with an ACK since in the wireless mode, there would have been additional delays that would have prevented the reception of the packet in that time interval. Additionally considerations need to be made when receiving packets soon after a broadcast has been made since there is non-trivial transmission delay and switching delay within the radio. These problems are addressed through a filter on the host application that prevents reception of broadcast packets that do not meet the timing qualifications specified.
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Fig. 10: Plot of average number of rendezvous attempts vs. window size. 6. EXPERIMENTAL RESULTS



Two important parameters of the algorithm are the size of the window that rendezvous is attempted in, and the range of the random backoff of the broadcast within a window. It is not clear theoretically how to optimize these parameters since they rely in complicated ways upon minor switching, transmission, and propagation delays within the system, therefore an attempt has been made to optimize them empirically. In figure 10 the effect of varying the window size is clearly seen in the number of rendezvous attempts. For very small window sizes that approach a single round trip time (RTT), several rendezvous attempts are needed since a very slim window of opportunity is present in every time slot to rendezvous with the other radio. As the window size increases, the expected number of attempts to rendezvous decreases up to a point around 4ms at which it appears that the expectation levels off and no greater benefit is observed from increasing the window size. It is not perfectly clear as to the exact numerical methods leading to this value. This 4 ms happens to be a function of the number of radios, the size of a packet, interference levels and other deterministic values of the hardware.
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Fig. 11: Plot of the average time to rendezvous vs. window size Figure 11 shows that increasing the window size decreases the average amount of time that it takes to rendezvous up to a point around a window size of 4ms. After this point it was observed that no further benefit for the number of rendezvous attempts was yielded however the effect of increasing the window size increases the time it takes to rendezvous since the time to rendezvous can be expressed as:



.



(2)



Figure 11 shows that a good window size is around 4 ms if the figure of merit is to be the time to rendezvous. If however the figure of merit is different such as the average number of attempts (if for example attempting to rendezvous had a high cost such as draining a device’s battery) then other window sizes would be preferred.
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Fig. 12: Time to Rendezvous with window size and backoff varied



Figure 12 shows the effect of varying the backoff interval at the beginning of each window. What can be seen is that at all window sizes, a backoff of 0 always leads to a higher time to rendezvous and when the backoff is made nonzero, there is a significant decrease in the rendezvous time. This is due to a case where by chance the two radios would be nearly synchronized in time, the beginning of their windows would line up and they would both broadcast at nearly the same time. This case is bad since when the two radios broadcast at the same time, they cannot hear each other and it takes a very long time for them to rendezvous, adding even a little bit of randomness into the backoff helps to break out of this case very quickly. It is observed that increasing the backoff by more than a few tenths of a millisecond does not yield any additional benefit, but it does not cost anything either as was the case with window size.



19 7. CONCLUSION From the experiments there are some conclusions that can be drawn about the window size parameter and the backoff delay parameter of the rendezvous system. Theoretically these are extremely non trivial parameters to optimize but it has been shown empirically that there are some good choices for them. Increasing the window size dramatically improves algorithm performance up to a point around 4ms in this case at which point the returns on increased window size are greatly diminished. The figure of merit of average time to rendezvous suggests that performance is maximized with a window size of 4ms since for larger window sizes. It has been shown that the backoff delay plays a significant role in the system performance. On occasion it was observed that when the windows of the two radios were synchronized in time, without backoff delay they would transmit at the same time and collide, unable to hear its others beacon. A case such as this would take hundreds of rendezvous attempts to break out of, and is remedied by adding even the small amount of randomness afforded by a few millisecond backoff intervals. Additional increases in backoff after that do not provide additional performance as the case of synchronization has been addressed. Experimenting with CRKIT has proven to be a straightforward and concise undertaking. The CRKIT framework makes for very rapid development of networking algorithms and a simple design and implementation process for tasks such as rendezvous. It can be concluded that CRKIT a great platform for anyone interested in developing networking algorithms with minimal overhead spent on hardware.
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