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Chapter 2: Literature Review CHAPTER 2 LITERATURE REVIEW 2.1 INTRODUCTION: The purpose of Information Security is to protect the valuable resources of an organization such as hardware, software and skilled people. Through the selection and application of appropriate safeguard, security helps the organization to meet its business objectives or mission by protecting its physical and financial resources, reputation, legal position, employees and other tangible and intangible assets.



Information systems security begins and ends with the people within the organization and with the people that interact with the system, intentionally or otherwise. The endusers who try to access the information which the security professionals are trying to protect could be the weakest link in security chain. By understanding some of the behavioral aspects of organizational science and change management, security administrators can greatly reduce the levels of risk caused by end users and create more acceptable and supportable security profiles. These measures, along with appropriate policy and training can substantially improve the performance of end users and result in a more secured information system.



This Researcher has collected comprehensive information from various books, manuals, magazines, journals, articles and research websites. Information gathered through various seminars and conferences attended by her also helped lot for the researcher.



2.2 ELEMENTS OF INFORMATION SECURITY: Thomas R. Peltier who is an Information security professional since 1977, has provided guidelines for effective Information Security Management. Referring to his guidelines [1], information security should be based on following eight major elements a. Information protection should support objectives of business or mission of enterprise. Many times information security personnel lose track of their goals and responsibilities. The post of Information Security Officer has to be created to support enterprise security. A Study of Information Security Policies
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Chapter 2: Literature Review b. Information protection is an integral element for necessary care. Senior management is endowed with two basic responsibilities such as duty of loyalty and duty of care. A duty of loyalty implies that the decisions shall be made in the best interest of the enterprise and duty of care implies that senior management shall protect the assets of the enterprise and make informed business decisions. c. Information protection must be cost-effective. Implementation of controls must be proposed and it is necessary to confirm that a significant risk exists. Implementing a timely risk analysis process can accomplish this. d. Information security responsibilities and accountabilities should be made explicit. For any program to be more effective, it is necessary to publish information security policy statement and information security group mission statement. The information security policy should identify roles and responsibilities of all employees. To make the policy more effective the language of the policy must be incorporated into purchase agreements for all contract personnel and consultants. e. Systems owners have information protection responsibilities within the own organization. Access to information often extends beyond the organization also. This is the responsibility of information owner. The main responsibility is to monitor the usage to ensure that it complies with the user profile and authorization of the users. If system has external users then the owners have the responsibility to share appropriate level of knowledge about the existence and general extent of control measures so that other users can be confident that the system is adequately secured. f. Information protection requires a comprehensive and integrated approach. For its effectiveness, it is necessary that the information security and its protection shall be a part of the system development lifecycle. During initial or analysis phase, information security should include risk analysis, a business impact analysis and information classification document. Additionally, because information is resident in all departments throughout the enterprise, each business unit should establish an individual responsible for implementing the information protection program to meet the specific business goals of the department. g. Information security should be periodically reassessed with respect to time, need and objectives. A good information protection program examines itself on a regular basis and makes changes wherever and whenever necessary. This should be a dynamic
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Chapter 2: Literature Review process hence must be reassessed every eighteen months or even earlier on extraordinary occasions. h. Information protection is constrained by culture of the organization. The information System Security Officer must understand and advice basic information security program that must be implemented throughout the enterprise. However, each business unit should be given latitude to make modifications to meet its specific needs. For a multinational company, it is necessary to make region or culture based adjustments for each of various countries.



2.3 SECURITY PRINCIPLES: Following are some of the guidelines issued by Economic Cooperation



and



Development intended for development of laws and policies: a. Accountability: Everybody involved with the security of information must have specified accountability towards actions. b. Awareness: Everyone from the organization must be able to access the knowledge pertaining to security measures, practices and procedures and all efforts shall be made in building confidence in information systems. c. Ethics: The method in which information systems and their associated security mechanisms are operated must be able to respect the privacy, rights and legitimate interests of users. d. Multidisciplinary principle: All the aspects and opinion must be considered in the development of policies, procedures and techniques. These must include legal, technical, administrative, organizational, operational, commercial and educational aspects. e. Proportionality: Security measures must be based on the value of information and the level of risk involved. f. Integration: Security measures must be integrated to work together and establish defensive depth in the security system. g. Timeliness: Everyone should act together in coordinated and timely fashion when a security breach occurs. h. Reassessment: Security mechanisms and needs must be reassessed periodically to ensure that organizations needs are being met.
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Chapter 2: Literature Review i.



Democracy: The security of the information and the systems where it is stored must be in line with the legitimate use and information transfer of that information. In addition to these security principles, some additional principles are important when defining policies. These include:



j. Individual accountability: Individuals are uniquely identified to the security systems and users are held accountable for their actions. k. Authorization: The security mechanisms must be able to grant authorization for access to specific information or systems based on the identification and authorization of the user. l. Least privilege: Individuals must be able to access the information that they need for the completion of their related task or job responsibilities, and only for as long as they do that job or complete respective task. m. Separation of Duty: Functions must be divided between people to ensure that no single person can commit a fraud, which can go undetected. n. Auditing: The work being done, the associated results must be monitored to ensure compliance with established procedures and the correctness of the work being performed.



2.4



INFORMATION



SECURITY



POLICIES,



STANDARDS



AND



PRACTICES: Before examining various types of information security policies, it is important to understand the relation between policies, standards and practices. As per the Director of Policies and Administration for the Netigy Corporations, Global security practice, Policies, standards and procedures fit into following hierarchy. 1. A policy states a goal in general terms. 2. Standards define what is to be accomplished in specific terms. 3. Procedures tell how to meet the standards. Following example illustrates the hierarchy of policies, standards and procedures.



2.4.1 Policies: It is a high level statement for a company or enterprise beliefs, goals and objectives and general means for their attainment for a specified subject area. Policy Content Consideration: A policy document should be approved by Management, published and communicated, as appropriate to the employees. It A Study of Information Security Policies
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Chapter 2: Literature Review should state management commitment and set out organization`s approach to managing information security. Following contents should be included in a Policy [2]: a. A definition of information security, its overall objectives, scope and importance of security as an enabling mechanism for information sharing. b. A statement of management intention, supporting the goals and principles of information security. c. A brief explanation of specific security policies, standards and compliance requirements including compliance with legislative and contractual requirements as well as security awareness and education requirements. d. Satisfy legal and contractual requirements for security. e. Provide enforcement and recovery guideline (including insurance coverage) for instances when a compromise of security is detected. f. Protect and provide a secure and safe work environment for its employees.



Policies are sanctioned by senior management



Policies



Standards are built on sound policy and carry the weight of policy Global or Industry wise



Standards



Practices, procedures and guidelines include detailed steps required to meet the requirements of standards



Practices



Procedures



Guidelines



Figure: 2.1: Policies, Standards and Practices source: CRC Press, Information Security policies, procedures and Standards



From the above figure policy is a plan of action to convey instructions issued by senior management to its concern staff which performs duties on the behalf of A Study of Information Security Policies
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Chapter 2: Literature Review organization while standards are the detailed statements which specify what must be done to comply the policy whereas Practices, Procedures and Guidelines effectively explains how to implement the policy.



2.4.2 Information security Policy Infrastructure:



Policy Infrastructure Management support



IT Security Organization



Best Practices



Known Attacks



Feedback Mechanism Compliance Procedures



IT Assets Inventory



Data Classification Team



Procedures



Figure 2.2: Policy Infrastructure Source: CSI Bangalore



Information security policy is composition of following elements: a. IT Asset Inventory: This includes all IT assets of organization such as hardware and software resources because; basic objective of information security is to protect the assets of organization. b. Known attacks: These are mainly viruses, insiders, hackers and crackers which are usually stealing the information. c. Data classification: This is an important facet of the policy and it is a control for protection of data. It is used to differentiate the data as general and confidential one. For confidential data company policy classified them as ``for internal use only``. d. Procedures: Procedures spell out the specifics of how the policy and the supporting standards and guidelines will actually be implemented in an operating environment. e. Team: This is a group of people together who are actually involved in managing the security.
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Chapter 2: Literature Review f. Compliance: It states that who is responsible for ensuring the security of specific domain and what happens when policy is violated.



g. Feedback mechanism: This mechanism works usually after implementation of a security policy. This mechanism is used to update the policy with some changes or modifications in the existing policy suggested by people who are implementing the policy. h. Best Practices: This is generally the methodology used for implementation of the policy. i. IT Security organization: This is information security organization structure which represents hierarchy of security professionals based on their profile in the organization. j. Management Support: Top Management plays a major role in decision making and these decisions are strategies which are further communicated as policies.



2.4.3 Policy Design Life Cycle:



Assets Inventory



Policy



Feedback Implementation CSI-2002 Banglore



Figure 2.3: Policy Design Life Cycle



Entire Policy design life cycle is made up of total eight phases such as given below:
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Chapter 2: Literature Review a. Asset Inventory: An asset is organizational resource that is being protected. Asset can be logical such as web site, information or data or asset could be physical like a person, computer system or other tangible object. Particularly, information assets are the focus of security efforts and are what is being protected. This is why inventory of assets is needed to identify the risk associated with related assets. b. Risk Analysis: In information security, risk could be the probability of a threat to the system, the probability of vulnerability being discovered or probability of equipment or software malfunctions. Risk analysis can be the risk which can be measured in terms of qualitative or quantitative terms. c. Policy: Once the risk is identified, organization objective is to protect those assets so as to reduce the risk. Policy is high level statement of organization for attainment towards protection of information assets of organization. d. Procedure: As discussed earlier, procedures are focused on how the policy will be actually implemented in operating environment. e. Implementation: This is actual execution of a policy based on certain standards and guidelines followed by the organizations. f. Training: This involves providing awareness to the members of the organization with detailed information and hands-on instruction to prepare them to perform their duties securely. g. Feedback: After implementation is in process, the opinions of the users are taken about the procedures and standards applicable to the policy. With appropriate opinions the policy can be further modified or updated. h. Update: This is the last phase of the policy design life cycle where changes in the existing policy are reviewed and implemented in the specific policy.



2.4.4. Policy design process: a. Business Objective: Policies are written to support mission, vision and strategic planning of organization. The mission of an organization is a written statement of organization that supports business objectives while vision statement of an organization is a written statement of organization that supports goals of organization. b. IT Plan: This is a planning for procurement of hardware and software as per the requirements of current and future technologies in the organization. It is also focused on the projects which are in pipeline. A Study of Information Security Policies
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IT Plan 2 3
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IT Assets Inventory 7



4 Risk Management



IT Security Policy
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5



Figure 2.4: Policy Design Process Source CSI Bangalore c. Existing Procedures: Procedures specifies how specific guidelines and standards are actually implemented in an operating environment. Procedures are either technology or process dependant and refer to specific platforms, applications and processes. d. Risk Management: This is the process of identifying vulnerabilities in the organization`s information systems and taking carefully reasoned steps to ensure confidentiality, Integrity and availability of all the components in the information systems. e. Best Practices: These are the methodologies or processes adopted by organization in order to ensure that security measures have been correctly handled. f. Possible Threats: In the context of Information security, a threat is an object, person, or other entity that represents a constant danger to assets of organization. Possible threats could be unauthorized access or stealing of information or disclosure of information. g. IT Assets Inventory: Basic objective of information security is to safeguard assets of



organization. IT assets are hardware components, supporting software and skilled people working in the organization.
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2.4.5 Structure of Documented Policy: The structure of the policies documented may be as follows: 1.0 Overview 2.0 Purpose 3.0 Scope 4.0 Policy 
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