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IT Management Made Simple



Best Practices: IT Management for Manufacturing You’re a network engineer at a manufacturing firm – whether it’s a single factory, multiple factories and plants, or a full-scale multinational enterprise. Your network serves hundreds to thousands of employees along with supply chain partners who depend on you for seamless integration between your business and theirs. Are you constantly asked to do more with less? Are you asked to help your firm gain operational efficiency and lower production costs? Are you looking for cost-effective ways to manage your infrastructure?



Challenges for Manufacturing Firms Now more than ever IT professionals working in the manufacturing sector must establish a secure, efficient and regulatorycompliant IT infrastructure. With disparate plants and locations, a complex underlying infrastructure, mission-critical applications and operational flows spanning across suppliers, distributors, customers and retailers, your role is more challenging than ever before, And for manufacturing firms, operational efficiency and cost efficiency rule – so it’s mandatory to consolidate and leverage every possible IT resource – including your staff. Are any of these situations familiar to you? • Working on mergers and acquisitions- consolidating systems and IT hardware and software resources • Too many monitoring tools and too many consoles • The network is slow and you can’t reproduce it • Slow ERP/SCM applications, Line-of-business and/or end-users complaints • Preparing to meet key compliance regulations (like SOX, HIPAA and others) • Inability to measure bandwidth utilization If these challenges sound familiar read on. This paper shows you real-world solutions and 8 Best Practices to manage and secure your network, while minimizing impact on costs and productivity, using WhatsUp Gold.



Best Practice #1: Know Your Infrastructure At Ipswitch we think of networks as living entities, because planned and unplanned changes happen all the time. Mergers and acquisitions, changes in supply chain partners, plant relocations, regulatory mandates, new IT projects and purchases – all introduce the need for a complete rediscovery of your infrastructure, hardware assets and port-to-port connectivity. If you don’t know what you have running in your network, how devices in your network are connected, their interdependencies, and their locations, how quickly will you be able to locate problems and resolve them before the impact of a failure becomes reality? A layer 2/3 discovery is often an eye-opener for many organizations. They typically discover unaccounted for hardware and interdevice connections they didn’t know existed. Once you have a hardware inventory in place, use it to document your network. This will simplify troubleshooting, ensure accurate auditing – and even help you reduce costs by re-purposing under-used resources.
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How: Use WhatsUp Gold WhatsConnected to automatically discover, map, inventory and document your network (devices, servers, virtual resources, hardware, and software assets) and port-to-port connectivity in minutes. Using its powerful auto-discovery and dynamic mapping, and a simple one-click integration with Visio™, your team always has topology information at their fingertips.



Best Practice #2: Monitor Your Infrastructure Once you discover your network – what you have and how everything is connected – you’re ready to monitor it. Use WhatsUp Gold to monitor health, availability and performance across network devices, servers, applications and virtual resources. All monitoring can be done from a single console. And this will save you time and increase efficiency because if you have to use multiple management consoles…



“WhatsUp Gold has everything GENCO needs to roll out our first corporate standard for scalable network management. It has the features we require today and for the future, priced affordably so we aren’t paying for excess software, support or IT staffing. WhatsUp Gold was easy to use from the start. And it works.” - KC Lau, Senior VP Systems GENCO



“It was essential that the install process for whatever solution we decided to go with was quick and easy and that the usability was simple yet effective. WhatsUp Gold fit all of our criteria, and we were able to get it up and running within two weeks. Operating the product was also extremely simple, and we could display all critical information on our network with four displays at our NOC… The notification feature has been great and ensures that problems to not go unnoticed. Also, with the history/trending feature, we are able to monitor the file storage space usage and uncover any problems that may occur, which has ultimately saved us a significant amount of money.” - Doug Carter, Assistant Manager of IT Toyotetsu North America (TTNA)



When you use multiple management consoles to monitor performance, you have to manually examine multiple reports and interfaces to correlate information from different sources. This can be time-consuming and confusing, especially when dealing with hundreds of virtual machines and physical servers. Plus, it makes troubleshooting difficult (and slower), increasing mean time to resolution (MTTR). Monitor these key areas on an ongoing basis:



Area



What to Monitor



Networking Devices



CPU utilization, memory utilization, disk utilization, interface utilization, interface traffic, interface errors, interface discards, ping latency, ping availability, network statistics (IP, TCP, UDP), fan, power supply, temperature, TCP/IP service, WAP radio and SNMP traps



Systems, Servers and Workstations



CPU utilization, memory utilization, disk utilization, interface utilization, interface traffic, interface errors, interface discards, ping latency, ping availability, file properties, folder, Windows service, fan, power supply, temperature, process, SNMP, SSH, TCP/IP service, SNMP trap, syslog and Windows Event logs



Hardware Performance Indicators



By monitoring areas such as temperature, power supply and fans, you can quickly detect instances of overheating or component failures.
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Virtual Resources



Just like you monitor physical servers, you should oversee metrics such as CPU, interface, memory, and disk utilization on the VM and host level. By monitoring disk utilization on the host level, you can effectively protect yourself from growing to the limit of your volume. In addition, configure real-time alerts on specific VMware problems such as migration errors, clusters being overcommitted, insufficient failover resources, a general VM error, or when host warnings/errors are triggered.



“When we had a Citrix problem in New York we were able to see the bandwidth usage and discover which interface on the device was going bad. Not only can you monitor devices but interfaces on those devices. It’s the same thing on our VPN with routers in Toronto. They VPN into our WAN and even then we were able to discover the interface.” - Dany Briard, IT Implementation & Operations Coordinator, Cascades Tissue Group



How: Use WhatsUp Gold and WhatsUp Gold WhatsVirtual to monitor, alert, manage and report across devices, systems and physical and virtual resources from a single interface. WhatsUp Gold’s powerful monitoring, alerting and notification capabilities, combined with custom dashboard views and over 200 reports, give you the actionable intelligence to make smarter decisions faster and keep your network infrastructure running smoothly. WhatsUp Gold’s IT Management solution offers the best value for manufacturing networks Proven for Manufacturing – Worldwide firms of all sizes – from single locations to multi-site and multinational utilize WhatsUp Gold for complete IT management.



Quick Implementation, Easy Configuration and Low Operating Cost – Even with WhatsUp Gold’s robust feature set, it is easy to install and configure. A typical install requires less than 1 hour, and a full implementation can be complete in a matter of hours. Plus, its intuitive interface minimizes the amount of training required for proficiency. Simple Licensing Model – Simple and straight-forward pricing—just count the number of devices you need to monitor. There are no hidden costs or surprises at the end. Air-Tight Security – WhatsUp Gold uses the highest level of security and protection on the market – FIPS 140-2 encryption – for all data storage, network connectivity and LDAP connections. Regulatory Compliance – Use WhatsUp Event Log Management to eliminate exposure to security breaches, malware, loss or damage, and to protect your organization against costly financial penalties and legal liabilities.



Best Practice #3: Monitor Network Traffic Performance management may be getting all the buzz, but understanding and managing network traffic and bandwidth usage – regardless of the protocol used – helps you on three key fronts: 1. Identify which specific users, applications and protocols consume your bandwidth. It’s also possible that non-work related activities are straining valuable network resources, causing slowdowns and intermittent problems across the network. 2. Ensure critical business applications (SCM, ERP, etc) get the bandwidth they need. 3. Protect your network by quickly detecting DOS attacks and other rogue activity directed at your network. According to Black Hat® many attackers hide in plain sight, moving data out of organizations using ordinary protocols such as FTP, HTTP and SMTP. Firewalls won’t flag HTTP traffic as an anomaly. But the right network monitoring will.
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How: Use WhatsUp Gold and WhatsUp Gold Flow Monitor to stop unauthorized use of your bandwidth. Manufacturing organizations of all sizes should go deep into their flow data and look for a flow management solution that lets them analyze, alert and report on the different types of traffic traversing the network. Each flow-enabled router or switch (source) collects and aggregates information about traffic passing through it, and when configured to do so, transmits the information to WhatsUp Gold Flow Monitor.



“Initially we thought an enterprise solution would work best. But then we saw that it was resource intensive. Not only were these solutions high priced, they required extra dedicated staff and extensive training. Frankly it was not cost effective for a company of our size… We quickly saw that WhatsUp Gold could monitor what we need to monitor – it had what we needed without unnecessarily complicated features or excess cost.” - KC Lau, Senior VP Systems GENCO



Best Practice #4: Automate Configuration Changes Historically, configuration management has often been overlooked. That’s a mistake because as much as 60% of network outages and performance degradations are due to misconfiguration errors. As a network management professional, you spend a significant amount of time establishing and fine-tuning network device configurations to ensure stable network performance, protect data and secure networks from unauthorized users. With hundreds or even thousands of individual devices to manage and maintain across plants and locations, configuration changes are made almost continuously. It’s critical that these changes are tracked consistently. Re-creating a device configuration from scratch, or identifying what’s changed on a network (when, where, and by whom) is nearly impossible without a configuration management solution. The ability to react rapidly to a device failure or misconfiguration is vital. Your network management capability to download a backup to a new device or replace an existing file can mean the difference between a network outage and a smoothly operating infrastructure. Below are five quick best-practice pointers to help jump start your configuration management efforts: 1. Create standard configurations for each device classification (e.g. router, LAN switch, WAN switch, or ATM switch) 2. Maintain the current running configurations for all devices. Also maintain at least 3-5 previous versions – this makes troubleshooting infinitely easier. 3. Keep track of configuration changes for auditing purposes. Consider setting up real-time alerts and notifications to support this tracking. 4. Automate scheduled tasks relating to current network configuration backups, startup configuration file backups and password change management for individual devices or across groups of devices. 5. Periodically document your network and configuration changes.



“We already had network management tools. The problem was, they weren’t standardized across our 80+ locations. Also they weren’t proactive. They could report when there was a problem, but they couldn’t predict problems so we could prevent them. There was no consistent corporate standard and no networkwide implementation…. Having an easy to manage and up-to-date networking system is important for GENCO’s future. Especially because we can use WhatsUp Gold proactively.”



How: Use WhatsUp Gold WhatsConfigured to automate network - KC Lau, Senior VP Systems device configuration and change management processes, simplify GENCO your life, and eliminate human errors. With WhatsConfigured in place you don’t have to perform repetitive and tedious manual configuration tasks or troubleshoot misconfiguration issues in the dark. Plus, you can rest easy and save time with features such as nightly configuration backups, bulk configuration changes, complete audit trails, and real-time alerts triggered by configuration changes.
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Best Practice #5: Consolidate All Alerts in a Central Location A network is comprised of any number of different single components distributed across multiple locations, all designed and configured to work interdependently. It’s the interdependency that’s difficult to decode when you’re troubleshooting. As you develop an infrastructure management strategy, look for ways to obtain a consolidated view of all alerts and problems occurring anywhere in your infrastructure. When consolidating include performance issues, network traffic bottlenecks, bandwidth usage violations, hardware issues, configuration changes, and any other type of issue. You increase IT efficiency by ensuring better coordination in response procedures and by knowing exactly what’s happening in your network. Plus, it’s easier to troubleshoot hard-to-resolve issues, such as a slow network or intermittent problems, when you have a unified view of all alerts and problems.



How: WhatsUp Gold includes a central Alert Center – a single integrated dashboard that consolidates all alerts, notifications and alert acknowledgments across WhatsUp Gold and its plug-ins for easy configuration and management. Use it to coordinate an alert response via acknowledgments and multiple levels of escalations, regardless of network location – a hardware problem, a performance bottleneck, a bandwidth usage violation or a misconfigured device.



Best Practices #6: Use Custom Monitoring Tools That Fit Your Schedule Look for tools that reduce overall workload to better manage time for you and your staff. Here’s a quick list of capabilities worth having and why they help optimize schedules.



Feature



Why



Business Hours Reporting



Align your reporting to match your firm’s business schedule.



Scheduled PDF Reporting



Easily schedule and share workspaces and full reports with your peers or management.



SMS Alerts



Receive key information on your mobile phone, when you need it, wherever you need it.



Blackout Alert Suppression



Each member of your team can define blackout periods and suppress alerts and notifications when they are away from work



Blackout Alert Summary



Team members or managers can receive a summary of problems and alerts suppressed during their blackout periods, so they know what happened while they were away.



Mobile Access



Manage your network via mobile devices – get alerts and reports to manage your network remotely.
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How: WhatsUp Gold offers all the capabilities you need to better balance your professional and personal life. Its advanced capabilities, such as business hours reporting, scheduled report distribution, blackout alerts suppression and summaries, as well as Mobile Access, give you the ability to react to events immediately anytime, from anywhere.



Best Practices #7: Use Network Management Products that Help You Stay Lean Like any other resource, network management software is an expense to be scrutinized. Determining whether a proposed solution provides the most benefit for the cost should be part of any manufacturing evaluation. It’s critical to investigate the true level of additional resources – time, staffing, money – required to implement and maintain a proposed solution. Among the criteria to consider are: • Initial cost to purchase software and licenses • Whether your existing staff can handle the implementation and maintenance • Time and expense of initial and ongoing training • Scalability – while you don’t want to over spend, you can’t compromise your ability to support future expansion either



How: WhatsUp Gold is cost effective from the beginning while scaling to handle growth. Start your evaluation with a simple free download from our website. Discover the intuitive interface. Experience how quickly your staff can begin using the system and seeing the benefits. There’s no need to leave work for a week of training: WhatsUp Gold works out of the box. Assess how efficiently you can deploy the functionality you require today while looking to the future. “Because of rapid network expansion at Toyotetsu “it was critical that we maintain a high awareness of the status of Compare the cost of ongoing operations. WhatsUp Gold Professional our network and servers at all times. What made this task Services provides any consulting or training you need (by phone, difficult for us was that we have a very small staff with online or in person). But the majority of customers find they require a large amount of responsibilities. There simply was not little to no support beyond what’s already in the product. enough time to monitor everything in our network....When comparing SolarWinds Orion and WhatsUp Gold, the choice to go with WhatsUp Gold was an extremely easy one to make. The product offered us everything we needed in terms of functionality and saved us a significant amount of money when considering the costs to purchase and deploy and then cost of operation.” - Doug Carter, Assistant Manager of IT Toyotetsu North America



“Initially we thought an enterprise solution would work best. But then we saw that it was resource intensive. Not only were these solutions high priced, they required extra dedicated staff and extensive training. Frankly, it was not cost effective for a company of our size….What is ideal for us is that none of the staff involved in the roll out [to 80+sites] has to be dedicated. The rollout is just one part of their work responsibilities. We can do that because the software is easy to use and easy on staffing resources.” - KC Lau, Senior VP Systems GENCO



Best Practices #8: Secure and Protect Key Information To protect and secure key information such as proprietary materials and production process data, financial information and employee records, you need to know who is accessing which systems and data and what users are doing at all times. Right now all events taking place in your environment are being logged into event logs and Syslog files across your servers, workstations and networking devices. Because these log files contain complete audit trails of access, additions, deletions or manipulation of key information, both Windows Event and Syslog files need to be monitored. By collecting, storing, analyzing and reporting on these files you accomplish two essential functions: • 



You have near real-time security event detection and response



• 



You maintain historical regulatory compliance and forensics 6
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United States Law requires many companies to protect specific kinds of data and maintain proof of compliance. The Health Insurance Portability and Accountability Act (HIPAA) of 1996 requires all employers in the United States – large, small, public, private – to maintain the privacy of employee health data. If you’re outside the United States but conduct business or partner with a US-based organization, you must be in compliance with HIPAA.



“We have already achieved our ROI with WhatsUp Gold in less than six months.” - Dany Briard, IT Implementation & Operations Coordinator Cascades Tissue Group



The Sarbanes-Oxley Act (SOX) of 2002 established standards for all U.S. public-company boards and management. If your firm is a public company in the United States, its management must certify the integrity and accuracy of financial reporting. How: Use WhatsUp Event Log Management to: Step 1 - Automatically collect and store your log files for as long as you need (e.g. HIPAA mandates log data retention for 6 years) with WhatsUp Event Archiver. Don’t forget to: • Leverage cryptographic hashing capabilities to prevent tampering with archived log files • Collect both Syslog and Windows event logs Step 2 - Configure WhatsUp Event Alarm to generate real-time alerts for key events (e.g. access and permission changes to files, folders, and objects containing health records, personally identifiable information, and accounting information). Step 3 - Use WhatsUp Event Analyzer to generate and automatically distribute the reports that you need to prove compliance. The table below provides details on using WhatsUp Gold to meet the legal requirements of HIPAA.



HIPAA Legal Requirements Security Rule §164.306 and Privacy Rule §164.530(c) All of the following must be addressed for logging and reporting: • Password Aging • Consolidated Change Logs • User Privileges • NTFS Permissions



Suggested WhatsUp Event Log Management Alerts & Reports • Account Management – Success/Failure • Directory Service Access - Success/Failure • System Events - Success/Failure • Object Access Attempts – Success/Failure • Object Deletions • Group Management • Password Reset Attempts by Users



• System Privileges



• Password Reset Attempts by Administrators or Account Operators



• Role Permissions & Membership



• Computer Account Management



• Remote Access



• Directory Service Access Attempts



• User Access



• Logon Failures – Active Directory



• Auditing Enabled



• Logon Failures – Local Logons 7
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Sarbanes-Oxley Standards Requirements



Suggested Reports



Section 404



• Computer Account Management



Identification: Log and report on all user identities and access privileges across all users and organizations, ensure all users are uniquely and irrefutably identified



• Directory Service Access Attempts



Authentication: log and report on all transactions from systems that provide an authentication mechanism



• Logon Failures – Local Logons



Policy-based access control: log and report that only authorized business users have access to systems, data and network assets.



• Logon Failures – Active Directory



• Object Access Attempts – Success/Failure • Object Deletions • Password Reset Attempts by Users



Data Protection & Integrity: log and report on access to data, who accessed data, how long and if data was changed, modified or copied, data integrity fed from upstream sources into the application system.



• Password Reset Attempts by Administrators or Account Operators



Identity provisioning: Log and report of access for all users including time-specific restrictions or access control based on the location of the originator



• User Activity in Auditing Categories



• Process (Program) Usage



• Successful Network Logons – Workstations and Servers • Policy Change - Success/Failure • Account Management – Success • Directory Service Access - Success/Failure • System Events - Success/Failure



In addition, WhatsUp Gold and WhatsUp Gold Flow Monitor help you secure your network and detect traffic abnormalities that may indicate viruses, malware and other rogue activities.



Summary WhatsUp Gold is a complete IT Management Solution, simple to install and easy to use, that lets you discover and manage your network, servers, applications, virtual resources, network traffic, configuration, layer 2 port-to-port connectivity and events in a matter of minutes, all from a single console. WhatsUp Gold has been tried, tested and proven on networks just like yours worldwide – over 100,000 of them. See examples below of how WhatsUp Gold can support your IT goals:
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Your Goal



Recommended WhatsUp Gold Solution



Datacenter consolidation



Pre-virtualization phase



Moving to a private cloud



Step 1: Use WhatsUp Gold WhatsConnected to discover, map, inventory and document everything connected to your network



Virtualization



Step 2: Import your information into WhatsUp Gold, and start monitoring performance right away. Identify under-utilized resources that can be virtualized Post-virtualization phase Step 3: Use WhatsUp Gold to ensure optimal performance on an on-going basis Step 4: Use WhatsUp Gold WhatsVirtual to manage and control physical and virtual resources from the same console Step 5: Use WhatsUp Gold Flow Monitor to go deeper into network traffic and understand bandwidth usage—who and how Step 6: Use WhatsUp Gold to secure your network with real-time alerts on key vCenter security events



Solving intermittent slow network problems Managing streaming media



Meeting key compliance regulations such as SOX, HIPAA, FISMA, etc.



Use WhatsUp Gold and WhatsUp Gold Flow Monitor to go deep into your network traffic and understand not only the overall utilization of the LAN, WAN, specific device, or interface, but also which users, applications and protocols are consuming the bandwidth. In addition, you can use WhatsUp Gold Flow Monitor to baseline your network traffic in normal conditions, and quickly identify abnormal traffic which could indicate viruses, malware and other rogue activities directed at your network. Step 1: Automatically collect and store your log files for as long as you need to (e.g. HIPAA mandates log data retention for 6 years) with WhatsUp Event Archiver Step 2: Configure WhatsUp Event Alarm to generate real-time alerts for key events (such as Access and permission changes to Files, Folders, and Objects containing financial, customer, patient information…) Step 3: Generate and automatically distribute the reports that you need to prove compliance with WhatsUp Event Analyzer In addition, WhatsUp Gold and WhatsUp Gold Flow Monitor can also help you secure your network and detect traffic abnormalities that may indicate viruses, malware and other rogue activities.
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Simplifying troubleshooting efforts Consolidating multiple monitoring tools



WhatsUp Gold lets you discover map and manage network devices, servers and applications from the same interface. It’s built on an integrated, extensible architecture, and functionality is controlled by licensing - easily activate the additional WhatsUp Gold plug-ins you need without reinstalling or installing anything new. WhatsConnected - for layer 2/3 discovery, mapping, inventory and asset reporting WhatsVirtual - manage and control your virtual resources from the same interface Flow Monitor - get deep visibility into your network traffic to locate bottlenecks, understand bandwidth usage - who, how and for what purpose - and identify bandwidth hogs WhatsConfigured - automate network device configuration tasks And with WhatsUp Gold’s Alert Center (included in WhatsUp Gold), you can track all problems happening anywhere in your infrastructure - hardware issues, network traffic, configuration problems, performance bottlenecks, etc - from a single unified interface.



Managing a distributed network spanning across multiple buildings and locations



Use WhatsUp Gold Distributed Edition to monitor any number of remote sites from a centralized location with centralized reports, rotating views and drill-down capabilities to remote sites and problematic devices.



Automating device configuration tasks



Use WhatsUp Gold and WhatsUp Gold WhatsConfigured to automate network device configuration and change management processes, simplify your life, and eliminate human errors. With WhatsConfigured in place, you don’t have to perform repetitive and tedious manual configuration tasks or troubleshoot misconfiguration issues in the dark. Plus, you can rest easy and save time with features such as nightly config backups, bulk config changes, complete audit trails, and real-time alerts triggered by configuration changes.



Download your 30-day free trial of WhatsUp Gold today at: http://www.whatsupgold.com/products/download/network_management.aspx Download your 30-day free trial of WhatsUp Event Log Management today at: http://www.whatsupgold.com/products/download/event_log_management.aspx



Ipswitch, Inc. 83 Hartwell Avenue Lexington, MA 02421 Phone: (781) 676-5700 www.whatsupgold.com 10
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